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ABSTRACT

In this study, we aim to learn that how software router can manage bandwidth. We
choose 3 software roufters in our experiment, [PCop, NetLimiter , and PFSense. We run this
experiment in 2 ways, port blocking and bandwidth shaping, compare with uncoenditional status.
Study result is analyzed by comparing upload and download rate that each software router can do
and average time use accessing website.

We hope that our study can help inlernet provider especially in organization and
dormitory that have lo share internet publicly. In that places, there a lot of problem such as, client
secretly use peer-to-peer file ransfer that can caused another clients faced bandwidth lacking, risk
of violent in code of computer crime.

Our study suggests that each sofiware rouler can function equally in all process of study
without statistically significant and the outcome can be further applied in larger scale

organization.
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3. PFSense
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Conligure WAH Interface

SelectedType: DHCP v

General configuraton

MAC Address: This field can be used to modfy (“spoof™) the MAC address of the \WAH interface
(may be requied with some cable connections) Enter a MAC address in the
folowi_l_'ru fo_rrm_t:_:or_:g?u;ptin:)_q_ of leave blank

I you enter a yaue in this field, then MS5 damping for TCP connachions to the
vaheg entered above minus 40 [TOP/IP header sza) will be n effect, If you kave
this field bink, an MTU of 1492 bytes for PPPoE 3nd 1500 bytes for all other
connection types wil be assumed.

MTWL:
31 3.6 uamamaimuam luadu WAN Interface

grunsanauluige NEoN15211 LAN f1%ua IP Address 151 192.168.100.254 W9

8 g cﬁ ) o c!'
11y Default Gateway 11aZ DNS Server ‘lﬁnumimqn‘uw m;ﬂ'n 3.7

Conhgure LAN Interface

LAN IP Address: 192.168.100,254
Type dhop f this nterface uses DHCP o obtam s I* address,
Subnet Mash: (24 v
| Hext'

519 3.7 uamamsimuan ludIn LAN Interface

TunIeagnanevzimun IP Address o 11923 192.168.100.10 — 192.168.100.250 Tudu

Default Gateway 13111 192.168.100.254 1Az DNS Server 1111 10.0.1.4 fiagalii 3.8

You can o=t 1P satingt assgned adomahoaky £ your rehecr sLOECTs
thia capabdty, Orrecvigs  you need I ask yoor netok sdmirestralor for
tha aopoprate [P estings,

- Oflaen an IP addresy automesialy
‘@ Ube the fotowng [P atdeas:

IP sicreas 192188 1% 10
Subret rask. 55 255 255 . G
Dtk gatsay, 192 18 . 100 . 254

o Uzaibe loloxing DHS sarver addressas:
Prefamed DNS earver: RN

Alemats DHS server,

H ° [ A '
317 3.8 namanisfimuanaeg Tunseegning
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3. aunulumsasaams 1Fnudumasiiin
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4. fnmidiftatuszin Network

O O viev

5. AuAans lumssan1s Bandwidth (Awndalumsiu-dedeya)

O hidiia O #1ia

6. Sflynimuriumsn1i InanTHawila P2P (Peer-to-Peer) 151 Bit Torrent
O it O

= a =y o o

7. mniuiindoyalums 1961mesiia (Log)

O Nigaans O doann
Y 4

8. 1915211 1AeN5 1% User name sag Password

O hidoans O doams

ANUABINIYOIRTAMIND :
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3.5 S9NUULATINLANAMINARDS

d ' w { d
wudoyanianiTnan (Download) Swinaa (Upload) naz nainlslumsidninlod
¥

y99714 3 FouAng Taovziamlu 2 siluuy fe

§ s ¢ o v
I. Block Port in Msnaasifilgweddmisisuaes desdumsIdlibsunsuiudsdoya

I EUUIRS OV I P2P (Peer-To-Peer) 194 fia noisust F99eiins Block Port iy
Tus 1024 - 65535 1ol liRamsSudedeynumzihinmanes

2. Bandwidth Shaping A8 M3MARBIA 190WAIIT IS UAeT Myuamnd 3 Tuns Suds
Foya 151 AmuannudlunsSudadayamuszuuadotony p2p e hildsunaums
Maniveaueiwandu (Application) D1

Tauri1 Block Port tiax Bandwidth Shaping ¥n1f3 uinfeuny Uncondition

Uncondition B n3maananis 14smmediite walddabisinis 19w Tsunsy
waHALYT UM IARLLUAIAY (Bandwidth Shaping) 182 1113 Bock Port Tamlans 1
saszlumsainilnan (Download) taz énlvan (Upload) 39¥ 1 Isunsuiia nesisud
(Bit Torrent) @1som i Tnan l&Gus

Tagldimsnaaoaiy ulsd (Web Site) S1uau 10 u'laa Tdua

1. http://www.youtube.com

2. http://www.hotmail.com

3. hitp:f/www.yahoo.com

4. http:/fwww.teence.com

5. htp://www kapook.com
. http:/farww . facebook.com

Lttp://www.nu.ac.th

© =N o

http://www.hi5.com
9. http://www.sanook.com
10. http://www.thaity3.com
¥ S I's N P ..
uazlFgordaulsisuaes Tumsnaassduin 3 weraudsAe 1PCop, NetLimiter i
° ] s (ﬂ ° : ] [~} 4 I
PFSense laotminaneeluuaazsadandiiiudiuan 10 aseds t Dulsd udaswans
' ] " LY lo o s o 4
iheaundonSouioumeni Tvoa uaz mon Inaaiisinalasserdauds uaz namldly

¥ o o
N5 lsa
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M3199 3.1 MuNnRan1 nRaoy

aAge
..

Download/Upload (Kb/s) Time (Second)
Web Site Block | Bandwidth Block | Bandwidth
Unconditon Unconditon
Port Shaping | Port Shaping

www.youtube.com

www hotmail.com

www.yahoo.com

Www. teenee.com

www.kapook.com

www.facebook.com

www.nu.ac.th

www.hi5.com

www.sanook.com

www.lhaiiv3.com

&
inqa
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HAMINARDIUAZAUATIHHANTINIAADI

4.1 Haminaae

- Uncondition

O(‘meral &y Trackess | Peers 73 Preces ]Fles ) SD'EEd \ ) Logger ;
Show;  Uphad ADowkad v Resclubon: lSst-cun:ls

v i

M 161 nodes {0 D:s52.418T: LOGB U OGtB;‘sT 2.6 B

3101 4.3 naaadasimiani luaruoals1n3 Bit Torrent (Uncondition)

L. oy g« p ] s

Uncondition fio minaasims ladumesiianall &1 ludinslFou lilsunsusenaus

TunmssidauuuadIan uaz 1iins Block Port Tavilasalitisaszlumaaini Inona wag ow
° 5 & g oA 1

Tnaa 39l Tlsins3 Bit Torrent @1snan i Inaa la@ui vinguaasmannilves uag

1 o = = 1 1 @ o 4 - o o ]
few lvoa siimiigamnzinlassliand Ivaadiui Feezsunuuendinduse

- Block Port

1. IPCop

(J General 3. Trackers : 9 Peers 7@ Pieces _jFiesJ ’Speedl\'\l_ugger )
Show: tpbad8Dowrkad v Resolton: Sseconds v i

(T: 248 nodes &b D:0.0kB5T: 156G U:0.0IB5T: 1308

51/ 4.4 uaaasnsimsani lnaavealilsunsy Bit Torrent Tavld IPCop (Block Port)
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2. PFSense

Gra: L rwle

DHT: 203 nodes @ 0:00 k8fsT: 836.4MB U:0.0kB5T: 2718

71 4.5 uaAsdasIN1sa Inaaves 1sunsu Bit Torrent 1Au1% PFSense (Block Port)

Block port 110 M3NAa0IN 1Y Software Router 1415 Block Port v Idassinn
[ & 1 ] A 1 L] 1} LY
P2P 11 Bit Torrent (92 ligsoaa Inan T 1) Favzminldhaiarni Tvan uaz A1ow

A 1 o ar r - 1 sy v ef
Twaneziianilugud #9n1mY99 1PCop 8% PFSense @21 NetLimiter 92 T Tquenniadlutsil

sl amnsoneziinms Block Port 16

- Bandwidth Shaping

1. TPCop

\ f

(9 G F Tt 13 Pews (8 Peces T1Fes  Soeed \Jtogger )

Shew: U;badﬁbmioad véResohlim: ‘5 seconds

v,

Gk lrmle

T: 169 nodes @ D: 3L7k8fT: 1.3GB U: 125185 T: 26.7MB

1 4.6 uaasdasimia1ni InaavoaTilsunsy Bit Torrent

Taold IPCop {Bandwidth Shaping)

/5 Y2 953 /
A,

Q7598
265 2
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2. NetLimiter

(3 Gemed 5 Tradhes | % Pears s Pnetesl:ﬁes J Speed ) Logowr

Jow: UbbadkDoaricad v Resabon:  Sseronds v

DHT: 201 redes ) 024818 T; 407800 04K T 1798

H o a*
517 4.7 uaasdnsimsarni Ivanuoalilsunsy Bit Torrent

Taol¥ NetLimiter (Bandwidth Shaping)

3. PESense

(3 General 5L Trackers ;2 Peers "R Pieces 71 Fles 7 Speed '\ Logger

Show: Lipload & Download v | Resolution: | 5 seconds v

T: 224 nodes (Updating) @ D:350.3kBfs T: 754.2M8 U: 0.3kB/sT: 2.5MB

11l 4.8 uamesnsINsAIN Inaaues Tilsunsy Bit Torrent

1au1% PFSense (Bandwidih Shaping)

Bandwidth Shaping 9 MiNAaoIN 14 Software Router MMUALLUAIAN lun133ds
1 o a e [] 1 1 4 1
Foya vu Awmuannmslunsiudsdeyaduszuuniedisuvy p2p e hildsuniums
] a o 4 o o =y o . . o
MmvouelnaRTudug Fann 1 3 verduasinuanians Bandwidth Shaping 91HY
] .a' yqdd' 1 1 o [ 1 = ’ 4 Ao A
189 i 14 353iud el Tuaa uaz msnTnaac: hiiumarni nasfidiiua 39

dlugumianlflunssansuuuddad ldalussaunia
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- Application Support

1. IPCop

The badl paclets stap Iy

W

ADVANCED PROXY
ll DHCP SERVER

DYNANIL DNS

EDIT HOSTS

TIME SERVER

Version

"-"ﬁ L7 Protocol Blocker !ﬁ

. [EpE—— P2 PELOCC -—

Qos
Control IHTRUSION DETECTION

LAYER7 BLOCKER

17blocker is not running

“i,‘ljﬁ 4,9 uaas Application Support vosoHANI; IPCaop (Add-on)

2. PFSense
System: Package Manager
PO SRR T SN Packages for any platform  Listalled Packages
"Package " Package 4 i
Hame Category Shatus Info : Descripbion
AutaConfgathup | Services Stable Padage
1.15 In'e
platfom;
1.2
Avahy Hebrork Mansgement APHA Padkage
26251 !In%
platform:
123
Bachup Ssem s |womh,
0.1.7 chadk ihe
patform: | forum
L2
CGan Services. Beta Honfo

gﬂﬁ 4,10 1@l Application Support weaenAlIs PFSense (Package)
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- 4 e o
IPCop ita2 PFSense 1 Application Support #1571 13%191:1 Falu 1PCop Sun31 Add-on

L = 1 A d’ L=
a1 PFSense (300N Package a9 Tu NetLimiter Hog il Application Support



- History Log

1, IPCop

Squid wser access repornt
Work Period: Feh 2010

Calendar [Top Sitey  Total Group
010 YEAR | YEAR | YEAR |
oprfpocorpseehioufiz  MONTHMONTH MONTH]

Doir Growp Urers Overvize Bron Arverage Hia 84
LiFeb2il) gp | 0 IsIeTE 165670 152
UFb ) pp ? WM 1913
SIblil @ 1 0 BAI08) BrROEY A2
13722213 gp 0 L] EOM 10N 004N
FEbXY m t 0 3883 A3 0t
IpbE g 1 9 1355 L3555 Q00
LFbX) g 2 1 MM 1IM a4

Tt Average ] 6 2y 33M093%

Lighy$gqid 11 § (¢) Serger Erokbin AKATSL

Bawid user access repon
User 192,165, 100,10 (7}
.

Dare 14Teh 2010

u.
Total izoM

L] Arcrrrdlsin Coanpet Bves Cumplaive %6
} speediest adsihaitmd com 160 3850 FIERTEE L1
2 speedient ookla com 14182815 EERET N RLY
317 -Blrers ourcefrwe net W32 MM G3%
4 sow ack com 16103 031 Jepx Q2%
3 search botspotshidd com 17 29187 oM O
5 sp.ask com 3 7 EITETT.; Y
7 creativecommons. org Lo FLLRN 1. )
81t enccnfiee net L] FLERTREY- T
dnzush asl com 5 M D0
10 www cotmotrack ¢om 2 STaM 00%
11 b scorecardresearch comn £ FECAL 0.
12 d ney 3 FITM 0D

Squd wser access repeit
Whole MONTH

WorkPesiod 24 210
Plime Grgh VOTH Ve RealXom Cuaect Bis % Cumaloine
Ly g [M] 19206810010 v iR M
Y@ M 116810010 L TR L RT3

LightSmd11.8(e) Sergey Irvkhia AKA ISL

Squid user access report
Date: 14 Feb 2010 {mpdate == 22:39 5: J0Fed 2010)

Tep Sites Report
Biz Fies Repont

E Time

1@ 19216810010 ?
Y 192.168.100.11 "

Uier Real Name Conneet Bytes % Gremp
1 30M 5% 2

b o418 0

LightSquid 11§ (¢) Sergey Erskhln AKA ESL

T BORIRT

Datr Wine WOV S04 Tk

! Arvensd sir SO W BT ME RIS 1R 2 22 Tod

[md BT TR TET] L T I [THETSY
| srden abitdd oo T L I B Y
1 Sdaionl! nurromeda rom u i
IR TR h 4]
4 wowrkom . . AR
5 Jpoo oo TN it}
Sy padennd H LTS 3] JIGIE, A
7 ahda oo . [ LI
§ skt ockhicon MR .. #0
Y oerdrps,s . . L L 1n..re
11wy beaticon . 3
T b 5 N
il - sorcsiorge s L G
1 i bt en L jLi.g
 gocgeads g doahlecick wx oo [ =75
145w Saprae al 1 L)
o dvrigeam .. L TR 13

51 4.11 nan3 History Log Yaasorduas IPCop
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2. NetLimiter

IB]sE ~0 un

e d e 27131

REERR S RS TINN

Sant Chart - laternet

U 4.12 uaaa History Log 403%0WAI75 NetLimiter

3. PFSense

- T

\ System Interfaces Firewal Sorvices

Diagnastics: System logs: Firewall
[svice Lo
Last 50 frewall kog eninies
Act | Time ] " Source  Destimation Proto
T D Feb 26 19:08:37 | LA 192,163,100 10:1290 HLIGH0 25444 he
g Feb 26 19:08:37 LA 192, 168100, 254: 413 £ 192.163.100.10: 291 *
0 re®wesy u ORELESERT LSt (1@
o Feh 2 100838 LAY - 132168120, 254:41 T 192.168.000,10:19) e
o Feb 2 19:08:38 - LA 19216810, 10: 1291 192168, 100.254: 4y i1
0 Feb 26 19639 LAN 52168, 100,25 443 192163.100.10:091 L[4
0 Feb2 1A 192,168, 100, 10: 1291 wLEe0sE e
D FOBBEM W BLKINSEE pEesL TR
O FbEmMHI W BLERIDI0NN - 192,163, 100. 254400 e
2 Feb 2 19043 LN 152.168.100.25%3 192.168. 100, 10:1291 ™
4] e 26 19:03:50 ° LN 192.168.100, 254443 | 192,168,100, 10:1291 i

317 4.13 u@A History Log Y84¥0WalLI35 PFSense
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o 4 s g wa d &
ASINY Log FmAnzyorAuIiinaulianisny Log nanua lay
a e o W o 9o T AR, 100 = =
- IPCop Neiauiidfufe I UMsINY Log i IMiugerauniogud uadahilinnmazidon
- » A 4 o o
Tumsswamrams1daniiome unvzli Add-on %o LightSquid Faimthiiny Log mld
d o = &
1IPCop TSN Log Hiln1azdoanniy
. . o ¥ g A a 1 =] - wa
- NetLitmiter A115010U Log Toug hiianuazideane uwaz lumusofisstuguanna
o A A Py P A ¥ o
M5I Log Anzidoa Tannanil $erswaunamildanuesninludnunzveansiy
| wa g A ar - 3 ar o AL, f o =y
- PFSense f@iauiianneinumsiny Log mliduvenduassgudmada luiinaw
] A . o =
azidoa lumsFwamHams 1R uaveil Package ¥9 LightSquid T¥a Tnaauiy
¥
Mlfdszaniamlunsiio Log Ay

CY

a1 W50, MidmsnszhnnuAnineIfunsuiuans w.a. 2550 Vyaia g lduSms
dgounudoyasinsnouiumes 13 hidind oo fu “wndlalidfiid deasgnaTnmlivhli
I7Y 500,000 11 uaz Wind Ia i s aiieluasi idawdees s Tnwd5u hidiu

200,000 UM uaz Ao Inpiliuseiusn lifuiuas 5,000 1 unezil §ialkgndee”

o d 1 o = ] o a
szvumsdanudoys Log a1 w.5.0. hAwmsnszimnaanoifuneufiunes

=

ar as = - a2 ¥ o = ) [ o
ﬂﬂﬁﬂﬂﬁ‘ﬂ 2550 a"mstmuu i HoHn ﬂllﬂ1i1ﬂlliﬂ1ii]u!ﬂﬂ‘iluﬂ FIUHANINUNNT
d o 3 ~ o Vv A ~ vy W & Vo
lﬂ‘lJiﬂl:l'l‘llﬂlgfli]'i'l‘i)'iﬂﬂﬂﬂuﬂ’)lﬂﬂi‘llﬂ»lfsﬁlﬁil‘iﬂ"l‘i ﬂszm‘n 1. ﬂlﬂufjﬁlﬂﬂiﬂ'ﬁﬂ’ﬁl‘lﬂﬂﬂ

A a o i . ) g 3 =
SEULATOMADNHUADS (Access Service Provider) Apanuvayamulszniade 5(1) v. da A,
Ay o ¥ = o I -
NABIUNTONNNINAITINATIVDINTIIND Log file 91NIATON Server LD Qﬂﬂ‘iﬂllﬂ‘iﬂ‘iﬂﬂ

. o s - ar & 3 a 35 o
{(Network Device) ﬂ'l‘l]!‘i]ﬂ‘l—l’l‘iilﬂl‘l]f)\!ﬂl;]ﬁiﬂtllwUQllﬂ1Hi'l"llJ'l'iﬂizuﬂ'Jﬂuﬂll.ﬂi]i'Q‘U‘fNﬂﬂiSﬂ"l

»

HAMMIY

192.168.1.160, 31/08/2008, 19:27:26, www.hi5.com, 204.13.51.242, 80, 1828, 785, 54789

Workstetion IP Date Tine URL Destination iP ]

Service Port
Duration
Byte Received
Byle Sent

317 414 Aretumsiiudoys Log
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4
.:Iy I LY

a w9 o ] s P t -
dnSudoya Log Mssdmnuiuszuanaaiuliam Protocol Nl undazusmsvns
ar n’: [] ¥ o o ¢ o P=S g o - 1
MORNIHY 13U M3 1FUTMIBUMDT IR e N5l Ivaa TdaruszuuRS evwiLY P2P
< o w o o Py A9 A v d 9
Aoy waz Jud udu Taodoya Log Adaslimsiamnuszsznouliée
- AR
by
- AU Uanana
AT
o -d'
- Az YU
- fSu
- 5208000
= = =} di d' 4:; Y o/ = 1 q =) o
- ¥HUATBIVINIS H50DU NINLIToINUMTARABADIITUDIsZUURDNTIADS
&2 A ° o v P ° ¥ oa ¢ A
Saiimwduiiuiinn q vernieglugnizvesdiuinmssuihudesdamplnsal nie
-4} M 45 L o ar s Ll A A o o lt:id
wsesiomelHseeiui wiu. danan sadeu ludnynensdampinsaindnaummneeau

NUYUIAVDINDNN

- Authentication

The server 192. 168, 1}, 254 at IPCop Advanced Proxy
Server requires 3 usarname and passward,

Warning: This server is requesting that your username and
password be sent in an nsense manner (bagic aythentication
without a secure connection).

User name; i} v

Passwaord:

[C1remember my password

o J[ oot }

51 4.15 namIiAd MY Login vossonAls IPCop
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pfSense captive portal

Welcome to the pfSense Captive Portal! This is the default page since a custom page has pot been defined.

Usemame:

Password. i

514 4.16 naraamAId M5 Y Login voara i3 PFSense

Authentication sHlunistmuagluuunisasvasudnesvesflfauluniedivlag
A ¥ Y o o o 4 A o L] ar =5 4
fidesmsvzidnowmesiiavzdeassyFedld uaz svadivvesdnestesamnsodh
a ¢ o ¥ & ° o ¥ A waq
Bumesiiin |4 3 1PCop  1az PFSense 11509105 Authentication 14 1nu%¥ef 14 uaz

a ar o = . A 2] 4 o A

sHad R IRuanNsnaendu (Login) TdHoaniie 1P Address Fadminmipef 15115 u p

A ' Y o s d My s ¥ a s Wy
Address 9U IPCop 92 limuisoitiidumesiiinla dau PFSense az1d0umoitiala ud 1p

AddressifvzQnARBBNINTZULOA [1A
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¢
4.2 Eilﬂ'ﬁ'wﬂﬂﬂﬂ'ﬁﬂﬂﬁﬂq
a e P o o o o @ i o o
na1nt lanaasssodausnudulaasou 10 Ouled Tassidauuuaiandmsu
MmNl naah 80% , 50% , 30% uaz 10% uaz Menuamiluaunds Taominaaodss
fnuaiteu v luns lFnunuananiusenTufe ims Block Port, Bandwidth Shaping Uaz

Uncondition ('hi"lﬁ'ﬁmﬁ Block Port 11ae Bandwidth Shaping) Ta0M4 3 Software Router Tina

fafi
MR 4.1 uaAdnr3110A31N13 Download/Upload (Kb/s) taznmildly
5919 14 (Second) vemaazyoHALT
Download/Upload (Kb/s) Time (second)
Sofeware
Block | Bandwidth Block Bandwidt
Roufer Uncondition Uncendition
Port Shaping Port h Shaping
. IPCop 80 516.26 0.00 42.99 9.5699 432 8.29
IPCop 50 473.23 0.00 28.45 6.7119 3.27 4.48
IPCop 30 519.22 0.00 14.19 5.2965 1.98 3.74
IPCop 10 473.23 0.00 5.61 4.573 1.89 2.44
NetLimiter 80 473.24 0.00 373.36 10.00 0.00 7.79
NetLimiter 50 491.99 0.00 258.11 10.12 0.00 5.48
NetLimiter 30 487.95 0.00 142.31 10.03 0.00 3.00
NetLimiter 10 488.13 0.00 47.36 160t 0.00 2.50
PFSense 80 450.25 0.00 353.20 10.02 2,74 8.85
PFSense 50 447.04 0.00 241.55 10.37 1.95 6.22
PFSense 30 467.97 0.00 50,37 10.21 1.77 4.77
PFSense 10 443.60 0.00 22.88 9.85 1.54 2.83
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a1519% 4.2 uaadovazinduveIdnI NI Download/Upload (KKb/s) IRA6 naza1i 1y

d 11
TumadnTulesd (Second) ma

sannaundoinihesas
Software Router
Bandwidth Shaping

TPCop 80% 89.51
IPCop 50% 70.98
IFCop 30% 67.48
IPCop 10% 48.60
NetLimiter 80% 77.88
NetLimiter 50% 54.11
NetLimiter 30% 29.94
NetLimiter 10% 24.69
PFSense 80% 89.05
PFSense 50% 60.00
PFSense 30% 49.06
~ PFSense 10% 30.80

vInas vz iietammalaidmsumsani Tuaafi 80%, 50%, 30% uaz 10%
anudr umsiditady led 1as3ans Block Port szannsoshdaiyled 181 fiqa wmiu
NetLimiter #9T4a110150%1015 Block Port 18) 30900n@emssitauuudian laniosiia
uuuFIaNH 80% sdanalinnui lumsidudutdlseinm 80% uas iesifanuudsan
7 50%, 30% uay 10% szdanalinud lumsdiy ladanasnudgy dandrlildims

o w da o d i
Block Port oz $iiauvudiateziinnmuslumaddadulvadiiga
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v i 4
piiaan I e n e e szrzna M Ranld010n it Bandwitdh shaplng (BS)

“Reduclion

100.00 -
90.00 -
80.00 -
70.00
60.00 -
50.00 -
40.00
30.00
20.00 -
10,00 -

3080

24569

0.00

10%8S

dunmaniersing
8951

Bk
7098

B PCop
W NelLimiter
OO PFSense

, “eBandwid(h

30%BS

50%B5 80%BS

shapng

:: LY . =
31 417 asuansn @ISR |

%Reduction
100.00

90.00
80.00 -
70.00 -
60.00 -
50.00 -
40.00 1
30.00
20.00 A

10.00 1

ar ar & 1 4 4 o
ni]ﬂl!ﬂﬂiﬂ?]l‘lﬂllﬂﬂﬁ‘i:ﬂﬁl]Q;BUDS'UOQ‘i:U:IJiI]lﬂﬂﬂﬂﬁﬂ‘lﬁﬁ1ﬂﬂ]‘iﬂ]

Bandwitdh shaping (BS) S1mmmmnsavidils

%85

89.51 8905

80985
7758

(3 10%BS
W 30%BS
0 50%BS
O 80%8BS

0.00

PCop

PFSense

NetLimiter

Y atarlsilg

U 4.18 nsuamsnuduusILLA 2
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¥
agduazvalausiuz
5.1 aglwaminaasy

NNMTNAREI 1oz dgransnaasy awsonszuaadanlSoutivuvesudas

s @ w ) i g
$pWAL I3 1907 (Software Router) Tamamsan i

-:; =1 wa o ] o o 'S I
139N 5.1 uﬁﬂumuuqm AUNANMININVILRREFOHAIL 513 MAa3

" No. Feature IPCop NetLimiter PFSense
1 File Size 45.9 MB 2.8 MB 49.1 MB
2 OS Platforms Linux Windows 2000, XP, Vista FreeBSD
3 User Friendly v v v
4 Block Port v X v
5 Bandwidth Shaping v v v
6 Application Sup'port Add-on X Package
7 History Log v v v
8 Authentication v X v

- NetLimiter 2 Monitor (Shareware)
9 License Free - NetLimiter 2 Lite Free
- NetLimiter 2 Pro

Be

NI MWII0DTUWUARE Feature 1Anail

. . 2o a o 4 g o w e
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o7 T Inajumin
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2. OS Platforms Ao 5OHAS (Sofiware) ¥4 3 @msmihnm Iduszunlfiamslald
]
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. A g o (] v & P

3. User Friendly fie §f19amisofmuamidng 1ad1w Serevdind 1PCop uas PFSense

vzimuamIA e m D 196 87U NetLimiter 928 MUAMIA199UY GUI (Graphical User

Interface)
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4. Block Port Ao gl¥amsadanesa (Port) A liiReams i lFan Faverduas 1Pcop
#1159 Block Port 141Aun151% Add-on 5n1 p2pblock @71 PFSense 11130 Block Port 18
Taonsmanguealiiiead (Firewall) (etlanedahidoamsIfaman NetLimiter 11
AR M3 Block Port

5. Bandwidth Shaping fio ﬁﬂlﬁ’i’mmsm‘iﬁmmué"iﬂﬂumi mMnilnan {(Download) 9
&1 IPCop amnsodrvanuudar 18 Taon151% Add-on 3onT1 QoS AU NetLimiter naz
PFSense eunsndnanuuaIan 14 lasmsfmuang

6. Application Support #in paimuTARIALTI IFusazaerd 18T
UszAngamnniu iy lu IPCop 130171 Add-on uaz 11 PESense 130071 Package

7. History Log swairams i huisiazndivedaz g

8. Authentication fumysmuagduuumsasvreudosvesgdlFiuluaiein Tavg
doansvzingiinadvz Aoz 3o (Usemame) tiaz sWarhy (Password) veasiaes 39
vzannsnngiduled 14 lu IPCop s PFSense 8111750511 Authentication 14 daulu
NelLimiter Tiamnsoi1a

9. License U IPCop ttae PFSense ﬁmuum:unﬂﬁﬁﬁmsﬁqn% (Linux Operating
System)‘ﬁd n.ﬂu Opensource Jaamnsoldau1dvs aalu NetLimiter flﬂgi 3 L’Jﬂ;ﬂ“;'u ‘?QL']‘E)SJ
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Tdmiuaue M liiamsamamasuveananiimaans1d

Tasamnsaaglranisnanssaonun tadamsai 5.5

M99 5.3 UARIAUNABBRTINT Download/Upload (Kb/s) taz nan ¥y

Y o o
51971030 144 (Second) V09 1PCop

Download/Upload (Kb/s) Time (second)
Sofeware
Block | Bandwidth Block Bandwidt
Roufer Uncondition Uncondition

Port Shaping Port h Shaping
TIPCop 80% 516.26 0.00 42.99 9.5699 432 8.29
IPCop 50% 473.23 0.00 2845 6.7119 3.27 4.48
IPCop 30% 519.22 0.00 14.19 5.2965 1.98 3.74
IPCop 10% 473.23 0.00 5.6l 4573 1.89 244

M13797 5.4 LEAIANRAGOA3INTT Download/Upioad (Kb/s) ez 1o 14l

A0 ld (Second) YDA NetLimiter

Download/Upload (Kb/s) Time (second)
Sofeware
Uncondit { Block Bandwidth Bloek Bandwidt
Router Unicondition

ion Port Shaping Port h Shaping

NetLimifer 80% 473.24 0.00 373.36 10.00 0.00 1.79

NetLimiter 50% 491.99 0.00 258.11 10.12 0.00 548

NetLimiter 30% 487.95 0.00 142,31 10.03 0.00 3.00

NetLimiter 10% 488.13 0.00 47.36 10.11 0.00 2.50
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A13197 5.5 LAAINURTIBOAIINTG Download/Upload (Kb/s) ag a9

1930 196t (Second) Y99 PFSense

Download/Upload (Kb/s) Time (second)
Sofeware
Block Bandwidth Block Bandwidt
Router Uncondition Uncondition

Port Shaping Port h Shaping
PFSense 80% 450.25 0.00 353.20 10.02 2.74 8.85
PFSense 50% 447.04 0.00 241.55 10.37 1.95 6.22
PFSense 30% 467.97 0.00 5037 10.21 1.77 4,77
PFSense 10% 443.60 .00 22.88 9.85 1.54 2.83

, N )
M5aN 5.6 naassavazvoulsounsuns e unaen 19 lumsiddy lod

Software Router Uncondition 1Mufiy Bandwidth Shaping
TPCop 80% 86.3
IPCop 50% 70.56
IPCap 30% 66.77
IPCop 10% 53.41

NetLimiter 80% 77.88
NetLimiter 50% 54.11
NetLimiter 30% 29.44
NetLimiter 10% 24.69
PFSense 80% 38.39
PFSense 50% 60.00
PFSense 30% 44.69
PFSense 10% 28.73
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nsaanalilsunsy Software Router

1. myaada Tsunsw IPCop

Helwcne (0 IPCuop, Liceoscd andee GBI GPL Cor<ion 2,

=== L Caik i hndn HULL 6K DRSS -00ED ———-

FHI}H tu Dot Dk A dvdankt b A RTRITITN
Borleat Ao Beod e g Cuot avuny Hlay ),

SE PR I Y B TR O AUy Aardenvee pavarreloe s €bAr Losbad loe pracan e,
sort Al ¥ by dTeta bl o EHTRI 8a baanl

{ é [ = ;
Ui n-1 n@ Bnter tNOMIN15ARAS

| language selection [ ————————
Select the lénﬁﬁiﬁi’ﬁbu wizh to uze for the IPFCop.

fifrikaans [
-Brazll [
Ceztina
--Danzk
- Deiatsch g
Expafiol
Frangaix

= ¥

U 12 (@BNATHINABIMS Ao English

. IPCop v1.4.Z8 — The Bad Packets Stop Here
Welcome to the 1PCop Installation -
- program. Selecting Cancel on any

. of the following screens wil -
reboot the-computer. CTL

a Y & o v a a &
, Ui 03 uansdenymtudu noz ndudoulums@ans



—— Select installation media -

.lPCup can be installed Irom uultlple sources. The
_simplest is to use the machlnes CDROM drive. If the’
¢ computer lacks a drive, you may install via another
i machlne on the LAN which has the installatlon flles.
“avallable via HTTP. In this case thec network driucr
“ diskette will be reguired..

CDIH/USB-KE Y]

P HITEETP | -

51l#i a-4 idongilnnisAnas 1¥idan COROM/USBKey

"IPCop vi.4.28 - The Bad Packets 3top Here

The Installation program will now
prepare the harddisk on. sdevssda,
First the disk will be partitioned,
and then the partitionz will have a-
filesystem put on-th :

Cancel

g1# a5 Busumsoudeyalusiiadon

———————{ 1PCop vl. 1 ZB - The Bad FPackets Stup Here f———————

Pnrtltlunlng disk.

] 0 »
510 n-6 Talsunsusunsanda

—4 Aaxiore |

Lr ¥nﬂ hove a baokup of an IFCop mystimms -
eanf lguration. saslact ths modian. and prass- .
Buttnon. IFf not. asiesct Bkip Inwtoad. S

Homtnoame
Lpcop.locaLdAomaln,

“hachup’® passuord

51l# 07 Gundeyadesindufivun 1Aiden skip
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| Configure networking |

You should now configure networking by flret loading-the -
correct drlver For the GREEN Interface. You can do this
"by either auto-probing for a-network card, or by choosing
the correct drlver from a list, Hote that if you have -
more then one network card Installed, you will be able to
conf igure the others later on in the Installation. Also -
note that if you have more then one card which is the
sane type as GREEN and each card requires speclal module

; parameters, -you’ should “enter parameterz for all-cards:of
“this type such that all cards can henuue nntlue When you
icnnrlgurc the GREEN interlace:- : i

1109 n-8 wiharnaaImsimuan Network iiden Probe

1PCop v1.4.286 - The Bad Packets Stop Here

IPCop has detected the Following
NIC in your wmachine: AWD PCnetSZ
and AMD PCnetPCl

Ui n-9 dmualasned Idiuniiauaumihy Greeb Interface

~—— | GREEH interface ———

Fnter the IP address lnforlntiun fur the
GREEN. Interface. : :

IP- address: -
Network mask:

ez

gﬂﬁ n1-10 AMYUAAT IP Address ‘11?{5‘]] Green Interface



| Congratulations? |

. IPCop waz succezsfully installed. Please remouve any [ loppy
‘dlsks or CDROMs In the computer. If your system falls to boot
cproparly, please try booting from a DOS diskette and running
: "FDISK +BBR’ to re-create the Haster Boot Record. Setup will
now run where you may conflgure ISDN, network cards, and the
system passwords, Alfter Setup has been completed, you should
point your web browser at hitpirslpcop:01 or https:sripcop:445
(or whatever you name your -IFCop), and-conflgure dialup
tnetworking (Il requiredl- and remote. access. Remember-to.s
‘pasaword for the. 1PGop “dlal’ user, if you wizh now IPCop
i "admin’-ugers to be:able:to:control:-the Llnk. -

51 n-11 Augamisdnda

——— ] Keyboard mapplng ———

. Choose the lype of keyboard you arc uslng from
. the Yist below.

Caneel

' 2 .
¥ n-12 @ondsziamAduasaniaz1dam

] Timczone |

:Cll_!:i'nse the timezone you are in From the llst below. |

fizlarfishkhabad [ ]
aAslarBaghdad . -
AziasBahraln :
AstasBaku

s iasdanygkek

fzlasBelrut

. . .
3‘]Jﬁ N-13 1890 Time zone
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| Hostnape —————

Enter the machine’s hostnane.

H o Y 9 A
JUN n-14 Amuade Host Wifunios

;j———————————————{ Pomain naac }———————————f————

Enter Domain mane

gﬂﬁ =15 A1HUAA1 Domain

=—————1 ISP coofiguration héin |—==

: 13bH I currently Disabled. _

Protocol : UNSET

Card: UNSET .
Local phona number: UNSET _
Bolect the item you wizh to reconfigurs,  or

. chonxe Lo uze tho currant sapitings.

. volocnl siininriy
Sat additional module paramaisra
I3DH card - B Rk
Loeal phone numbor (HSH-ZAZ) -

Uk Eooble 150H Dizablz I3DH I N

517 n-16 vaidnas i ISpN

—— ] Hetwirk conf iguration mena |——

_ Current confly: GREEN (RED Is moden/ISDH) ©

ciuork eonfigurvation Lype
Drivers and card asslgnaents
fddress settings

DHS and Gateway setllings
DHCP server configuration

o =

! ° 1 & 1
Eﬂﬁ n-17 ﬂ]ﬂuﬂﬂ1§ﬂllUUﬂ15l°}fﬂﬂﬂﬂ
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— HNetwork conflguration type |———

" Select the network configuration for IPCop.

. The following configuration types list those’

- interfaces which have cthernet attached., If you
: change this setting,.a network restart will be |
- required, and you will have to reconfligure the

network drluer assignments.

BRCREEN « RED
GREEN- * DBANGE + RED - -
<~ GREEN_+ BLUE (RED:is nndenllsnu)
GREEN_+ DRAHGE + BL
" GREEN-+ BLUE-*+ RED “- ’ N
GBEEH + DRANGE "+ BLUE'& HED‘

Cancel

gﬂﬁ n-18 laﬂﬂgﬂ!mﬂ‘llﬂd Network Configuration Type V04 1PCop

] Retuwork configuration menu f—-—-—

Currenl config: GREER + RED

When cunrinurnllun l:—cnnplete, a nalunr
rentarl nill lu requlrad

Addrexs zetlingsx
DH3 and Gateway settlnus
DHCP =erver conf iguration

719 p-19 idonyieimualasnes idumSanaunsas 1u

————— Drlvers and card acelgoments p——-—

Conl lgure wetwork drlvers, and whlch -ieterface each tard- 1y
A::lgm:i to. The current conflguration Iz ax Follous:

GREEN: AKD FCneldZ and AMD Pcnetl’cl {etha)
RED: UNXHOUH (UNSET)

. Do you wizh lo change ﬂmln--.la&_tlngn‘l : -

gﬂﬁ n-20 ﬁ'lﬂuﬂ‘lﬂini)ﬁﬁﬁn Red Interface



———] card asslqnnanl _

There 1s an unclalned ethernet card of Lype:
: AND PCnetdZ and AHD PCnetPCI

Yau can ‘asslgn this to:

_
“ - I”:Pl

3t n-21 S1vualasines 19 Red Interface

—— Card assignment |——

All cards successfully allocated.

[ »
317 n-22 denalasnesauysel

— Hetwork configuration menu p————
| Currnnt cnnrlg GREEN > RED

Uhen conf luurat]nn Iz complete, a network
. restart ulll be required.

"ﬂl;t_gnrk conf fguration type J
‘Drlvers and card assignments

DHR “and Gateway zettings
i ’DH'CP SErver conf jguration”

l 5 -

31U n-23 mymsimuan IP Address
-*44—————————1 fiddress settlngs rAAf——————f?———

. Select the lntcrfucc you wish to rc:nnrigurc

,

- RED

71 p-24 rymsdmuan IP Address T Green Inferface
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[ wARHIFG |

If you change this IP address, and you are logged in renotely,
; your comneclion to the IFCop machine will be broken, and you
“wlll hava to reconnect on the new IP. Thils Ls a rlsky operation;
and should only be atlempted. If you have phgslcnl ‘actess to the .

- machine, :huuld sonething go wrong.

7Uf n-25 TisunsusaasdeniunBounistimua 1P Address

——| GREEN_ jinterface —————

Enter the IP address lnfnrnntlnn ror the
GREEN..interface:- - .

192.160.100.254
55y 5% | 25509 TS 1

Canccl

IP address:
Network mask:

UM n-26 uaRINIIAIMUAM IP Address 1D Green Interface

———————— nddrcaa scttings pb—r——
jSale&t the Interface pou wish to rqnnnrluuié;-

GREEN

UM 127 ymsmuea IP address 197 Red Interface
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—————;———————4 RED ‘interface |

- Enter the IP address Information for the
- RED. interflace.

-DHCP Hostnnne

IP—address.
‘Network mask:

gﬂﬁ N-28 LaAINMINIMUAAT IP Address Winu Red Interface

~———— Network configuration menu ———

' Current. config: GREEN + RED
! .
. Hhen cnnflguratlon ls conplete, a netunr_

restnrt will be. requlred._ ~

Hetuork conflguratlon type
: Drivers and card assignments
. ftiddress settings

| P ) . ..\ W=

DHCP server conf iguration’

317 n-29 @omuymsivunanl DNS and Gateway seltings

—— DS and Gaieway settings | ——

Enter the DNS and gateway Information. These: .
settings are used only with Static IP (and DHCP
if DHS set) on the RED lnterface e

Prlnary DHS:
Secondary DHS:
~ Default Gateway:

317 n-30 AmuenA1 DNS uag Gateway TinD IPCop



— Hetwork configuration menu — —

" Current config: GREEN + RED

When configuration ls complete, a network
restart will-be required.

Hetwork configuration type
‘Drivers and card assignnents

" DNS and:Gateway settlngs

BTV HCP server conliguratio .

Done I 4

31 n-31 sngHenIsRIMuAR DHCP Server

DHCP sereer conflguralion b——mM—

Configure the DHCP secrver by enilering the settings
infarmation.

[« Enabled

i Start addreszx B192, 1400, 1§
. End. addrozs: - J 192 160 . 100
Primiry DHS: 192, 1601, 100
Sscondary-DHE: - .
Default lease (lllm:):— -
Hax lease (mIns):
Domain nampe suffix:

31/# n-32 S wiuAA1 DHCP Server

————{ Network configuration aenu ——

: Current cunfiu GHEEN + RED )

. When conflguration is complete, a netunrk
restart will be required,

Hctubrk'pnnf!gurntlon type
Drivers.and card assignuents |
"~ Address . settings

DHS and Gateway settings T
DIICP scruer confiyuralion L

y d o o '
317 n-33 1aSedumshvuan Network

55



56

— 1PCop v1.4.28 - The Bad Packets Stop Here |—

~ Enter the 'root’ user password. Login as this
user for commandline access.

Password:
Again:

U7 n-34 Smuasiarn 19U Root

—| IPCop vi.4.28 - The Bad Packets Stop Here |-

~Enter-the ‘backup’ password used to safely
export the hackup key.

Pazssuword:
fAgain:

U =35 Awuasaruliiy Admin

{ IPCop v1.4.28 - The Bad PFackets Stop Here |

Setup Js coaplete. Press Ok to.reboot.

ci a & d o
31N n-36 AanaaS ooyl

OHY GAUA  vearsiocs A.08 (B30 ITneer ~ ZO003ZH uppmrs  E——— ¥

VAMCE I mvve b b X
iMCop EHF (ACPT wnablony

= Tt wmhioh sl
D= et

A = peEwled BurPr e,
B B F R P
———

The highliohisd snirpy will be booted autor=tlcalier in 4 swconds.

w
| 1 = RN R . >

zﬂﬁ N-37 GRUB Loader




lECop vl.4.20 - The Dad Packety Stop Here
ipeop login: _

Ui 038 uaasnsdendudhifavesszuy

»
2. MsAaRAd 1150051 NetLimiter

Oper Fle - Sera ¥y Watnra

Do you want to run this file?

Harer 1l _2010_pro.exe
Publsher Luochlue Sallyrare 5 1o

Type: Apphcation
Flom Di\program
R [ cwet ]

o Abways ask belors opening thes fle

‘\While flet from the Infernet can be useful, this fle hpe can
potentialy harm powr computer, Dnly nun software iom publishess

1 »
517 n-39 Banmisfada Tsunsy

Installer Language

31N =40 @onnlumsinm



e e = = 3 T =
[ = -3

Welcome to lhe NelLimiler 2 Pro
Uninstall Wizard

This wzard vl guide you Lrough the uninstalation of
Heliimdes 2 Fro.

Balore starting the uninstalabion, make sure Nett imter 2 Pro
ks rok running.

Ok Hexd to contree.

; 4 :
3UA n-41 i@on Next iHoriin1sause i

B Hotimew Phost g

Licente Agreament
Fieass r&vicr the Icersa Larms bef ore st afing HetLimdter 2 Pro. m

Prass Page Dgrn Lo 58 tha rest of the agresment .

[ kense Agresmert =
WEage of i progr dim Hetl indér 2 (thereunder “Seftware”), between the owner of l

topyright —Lockime Softwears 5.1.0., tharsundar Aethor”) andthe pes san (legal or
rmrd')mhardmhsdha-nhum Suker "y,
1

Copyright
tide and right's Lo tha Softrmar s are exchuively onned by tre Aulhor
» Distribution X -

vawu:nqx&utmrsdthum dckleeehncuma You must acrept the
g eament tolnstal Netlmter 2 Fro,

[« | | coea |

' : A
3U¥ 142 License Agreement iiiogmauuda 1nidon 1 Agree

=
AT Heurder ZPicsa.p

CThoove install Locaton
Choose the (ckdes i rdich to install Netlimer 2 Pro. m

Setup mE instal Hetd imitar 2 Pro in the Folorsrg folder, 1o instad in & Offerent Toldes, dick.
Browse and seleck arothes Folder, Choh, Drest all t) w.act thes 2 llabion.

D sination Fokder

C:\Program Flesiettmlter 2 Pro Braes...

Spae tequred: 9.0M9
Space avalable: 2068

' . . 5
U n-43 \dentiagueslisunsufivsdnda

58



1] Metlorsoy 2915 S

Invlallation was 1uccesaful
Please, selact your Hetlimitar 2 startud options. L-l

+: Enabls intarnad Parsonal Frawal.
Defak freeal action (active ony F W ks enabied): [73=54 v

(> || Gea |

; g X L2
511 n-44 150N Next a3 adumsaans llsunsy

Mgt en 2Py SePap . == = ==

Completing tho HolLimiter 2 Pro
Selup Wizard

Your compier mursh be reslariod in onder Lo compiete the
Inslalation of Metlimiter 2 Pro. Do you wak to rebook now?

& Rebecd nove

7 D' to marualy rebool lader

59

- A A a Pl &8 da w oA Y 3
31 n-45 1580 Reboot Now 13 aminasufiamesdmsuisuaums ldauvea I sunsy

T = - = =

PSR T (T ey D]

'
3 tml e s Lo 2 U LR s Thn b b

E wab abion perad

|
2 Drags Laell

[STIRE ST

1% n-46 1@on Continue tiBFuAUMI 190



U EmL =1 = o -ust Ry
Conneation .
=l
[ ©legexs

[ i _)bicomet exs

& ] elanaxe

B mxpiore.exe

; ljlqa,sxa

@ [TJisass axa

A L3 mansgr oxe

H (8] nicherd exe

8 Irtsve oxe

@ " svchosi exe

[} ﬂ sysiem

& [T vrvwvars-suthid sxe
& () weamerpaian sxa
@ [ wicomm.exe

TReaT

e

e

[~

Onting jomins | Hisdan |a] |42 Umie| 42 Grant] B sisewan ~

R e TN O B F T RT P R

317 n-47 w1 Tdsunsu NetLimiter

C
3. n3dinda 11lsupsy PFSense

o doadey g

[T T LI Py I TR Y AN T
N L PETE

y L A [ L z
3 n-48 i mdnms Install iden Enter tRoinisfinga

60
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| R LAY Y )
IUP A TS VI N RETI S ITH O]

C el M S T IR R T
Avr st ana : i,

Titbec b et Goayds

Pl el bd e ULARS Tl piSioear «HILL HOr-

ELRNTTEY S AT A S af i Buber faces, v v clionse o s
it joe, ba that Pranien b 1Y Pl Conas e faslenn
CIRRE IITR R IR T A W o aledaen Ui,
St U LY e o s v "a" S acibo- e bes Lo s opd)

Faber Bl BN dabin Face caee oo 0T Dieoaute deleed o el

ot e Ca T iy ante dateed jon

EAL IS YT §

e gt kol e et Tuin )iy

1 - d‘ o ]
31l n-53 W y erhaude il

. Your. selacted environment uses_the

 following console settings, shoun:in
parentheses. 3Select any that you wish’

. to change. ) - LT :

; < Bhaﬁga Video Font (dBfnult):)""
*'{ Change ScreenMap (default) > pE
+ < Change Hepmap (defanlt) > - -

< Accept these Settings > 1' fv'7§

gﬂﬁ 1-54 188N Accepl these Settings



f Bhuuse one af the fnllnuing tasks tD
perform.

< Install pféense >

< Reboot >
< Exit >

1 [ 1 »
311 n-55 110N Install pfSense MoTUMsARAL T1)5UNTY

-
Select a disk on which to Install pfSense.

¢ adB: B19ZMB <UMware Virtual IDE Hard Drive 888888B1> at ataB-master P >

" ¢ Return to Salact Tusk >

' » »
JUN n-56 189N Disk tHoRIN1IAAAY

‘:Hould you llka tn rurHat this ﬂlsk?

" You should fnrunt ths dlsk if it iz new, or lt ynu ulsh tn atart
fron a clean slate. You should HOT foruat the disk if it contains
Inforuation that you mant to keep.

[AITDIIEEITTEE]- < Skip this etep > ~- -

"€ Return to Salect Disk >

UM n-57 120N Format Disk

: The systan reports that the yannatrp uf ad® lS
© 17753 cylinders, 15 heads, B3 sectors .
: This geometry should enable you to bunt:fron this

 disk. Unless you have a pressing reasonsto- du
i otherplize, 1t is recommended that’ yu usé:

© 1f you don’t understand what any n[ this.ngnhs,
Just select 'Use this Geonetry’ tn“cqn}lpqe!_

- Cylinders [17753 - . | = if:;f
: Heads [15 1 ;

! Sectors [63 _ ) 1

| ITEIRNTTIESITE < Return to Selact Disk >

‘gﬂ'ﬁ 1-58 189 Use this Geometry

63
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: HARNING! ALL dntn in ALL partltu:ms an the .
disk .

ad®: B19ZHB <unum'-e Uirtual IDE Hard Drive |
. 98000881 at ataB-mHaster PIO4

: Hlll ba lRREU[IBﬂIjLY ERASEDt

—ﬂre you RBSDLUTELY SI.IRE you Wish to take -
-thls-action? Thls is your .LAST EHHHBE to
X cnncalt 3

B Fnrﬂat cu‘lB > HIE Y Reti.lrn to Salect Diék'f?-:'-,

314 0-59 180N Format ad0

¥ou may now partltion this disk If pou desira.

If you formatted this disk, and sould mow like to instlall multiple
operating systems on it, you cam reserva a part of the disk for

" each of then here. Create multiple partitlons, one for each
. operatlng systen.

CIf 1his. dizk.already has operatling spstess on II. that you. Hlsh to
at-

keep,:you-should. be' caretul-not to change the pnrtlti
are .om, . It you t:hunsn to partition. -

Pnrt lt lon: Vthls dlek? -

¢ Skip this Step > < Returnm to Format Disk > )

317 n-60 130N Panition Disk F1M¥UMSIIQ Pantition

Select the partifions (also knosm as ‘sllces” In BSD traditlon) you Hant to -

- have an Lhis diak.

¥or Slze, anter a rew :Iu In zectors (1 glgabpte = 2897152 Iel:lurs) or a

. zingls *w' tog Indlcate "use the remalning space on the dl:h -

Size (in Sectore} Partition _Typa Actlva?

‘116775522 1 [FreeBSD - - 1 [X} Cinad ¢pe1 s i =t

< Add >

{ Relarn o Forrat Disk >
< Reverl lo Partitions on Disk >

o "
UM n-61 1090 Accept and Create

:
H

'

< No, Skip to Hext Stap > f
< I'Io, Raturn to Edit Partitfons > - J

317 0-62 1800 Yes paniition ad0 INBISUMTIAIN Partition



—

The disk oo

ad@: 8192MB (UMuware Virtual IDE Hard
Drive ABBBBBA1> at ata@-master P104

Has supcﬁssfully partitioned. )
Ls L AT : ]

H ' . o o
3UA 0-63 M3 Partition ter5veruyysel

Select the primary partition of adB

(also known as a 'slice’ in the BSD
traditlion) on which to install pfSense.

< 1: 7.99G (b3-167765B85) id=165 >

< Return to Partition Disk >

U7 n-64 1don Partition

Y I S E VT B 3R R

HARHNING! ALL data in-primary partition
N}

1: 7.89G6 (63-16776585) ld=1E5
on the dizk

ad@: B8192MB . <UMwara UVirtual IDE Hard
" DIrive DPBBBBR1> at ataB-master PID4

- mill be IRREVOCABLY ERASED?

" Are pou ABSOLUTELY SURE you wish to
take thix actlon? This is your LAST
CHANMCE to cancelt : -

¢ Cancel >

319 n-65 1den OK

Primary partition #1 was fprﬁatted..i

31 n-66 1ien Ok



3ot up the subpartitions (also knosn as just 'partltlnns' in BSD 1radltlnn)
| you siant to havs on 1hls primnary partltion,

! For cnpnclly. use 'H' in indlcate negabyles. 'G’' to Indicate yiynhple:. or a S

i zingle "=" to indlcate 'use the renaining space on the primary partitlon”. !

¢ Hountpoint - Capacity - E
is 1 L= ]
1

" Iswap 1 15124

FAAA

1
A | ' :
. . Lo . l

31]?1 n-67 1Hen Accept and Create

You may now Wish to install a custow Hernel configuration.

< Uniprocessur kernel (one prucessor) »

< Symmetric multiprocessing kernel (More than ons processor) »
< Embedded kernel (no vga console, keyboard >
¢ Developers kernel (includes GDB, ntc} >

gﬂﬁ -68 l’aﬂﬂ Uniprocessor Kemel

|

! p

E Ybu Huy nuu Hl!h 1n install boptblocks on one or rora-d 1} lf you already
i have a hnnt'nananar inztalled; yon can skip this step: ( i, Hay have to

. conflgure pour boot manager separately.) If you Wish to Install pfSense on a
. disk other than your first dlsk, pou wi1l nead to put the bootblock on at

i lenst your flest disk and the pfSanze dizk. - '

Dizk Brive Inztall Bootblock? Packet mode? Ure Brub
LadB 1 I[X]1 I1 [1 gy =

¢ anPpl and_install Honthlacks o JEEETYT] thls stup b
[3 Return to lnstall Xornel 3

M " ¥
317 0-69 1301 Accept and Install Bootblock tWBuNSUHALIIN5AAAT Bootblock

: This mMachine is about to be shut-dowm.
After the machine has reached it : g
! shutdown state, you may remove thezCD+-

: from the CD-ROM drive tray and press.
; Enter to reboot from the HDD.

< Rebnnt 3 < Retnrn to Select Tnsk-) :

4 A = =y 0 o A'
210 170 1800 Reboot B3 aminAuRumesdMIuSUAUM 1Fam llsunsy



e Meleune lo piSense 1.2.2 ptSease on piSc

LN« eny - 192.160. 1.1
HiH« eml -2 & 160,179 1273 nee)

iyuralion file to e Te dewice

Ewter an opt jon:

31l p-71 mimanTisunsu PFSense

67



MARNHID .

¥
QF

TUADUMIADUNN (Config)

1. N3 Config IPCop

- Advproxy

'L o o
1. axniivaa Ilsunsy Advproxy v o http://www.advproxy.com

2. Aanen AR 1A T3 1PCop Taeld T sunsy winsce Tasmmuasidagihl -1

Sassitn Seszion
Stored ezssomm Host name: Pod number:
Elugment 192,168, 100254 ‘ 22 2
Directonias gty SR lL. JEE. . B
55H Usar nama: Password:
Prefarences — 7 5""" ........... 757 \%
.Pﬁrdulgeyﬂe: W 11
Frataco!
Blopmiocol:  (SFTP v [] Abow SCPlalback
[] Advanced aosons
(o ) () ) (o) (om )

Ui 4-1 s llsunsy winscp

- Host name : laviuneiny lofived IPCop

- Port number : Tdf 222 512 IPCop 921155 SFTP Lag SSH AUMInDTa 222
- User name : 1# root

- Password : 1d3HARTWU4 root

4 ' DA A e A
VINMUNALY Login tNo1¥ousiefUIAToa IPCop

68
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&4 Desktop - 0ol@197. 168, 100,254 - WinSCP
LMMFMMS&MWMMI&%
® P P AP T
LIDe - iy <o - NI [ B

a, Paentdrect )., 28210 9:3

popadmmy-3.04L. 813,564 WeRMadi o} . 2pf2109:3

Poutty.e WAESH Appication | B . 7 22w 0

By wrscp ik 454 sormt =@ % DB

B popadaxexy-3.0.4k.. 8IS 2872010 3:2

i) setwp.leg 1008 2/3/2010 3:5

¢ o LS o H
GBof 128568 Al 3 CB BIIKENGd S

+ FrRename - f FAEI SY FSCopy _} FéMove =f F7reateDvectory ¥ FSOdet -7 F9 Propertes

8 sfird 0023

g‘l.lﬁ v-2 dnivan Ind t15% IPCop Server A0 WinSCP

3. WndanInd ipcop-advproxy 1ndmdneiie 1133 10 dn05 root n19flaveq 1PCop
b4 |
fuvnie
s I\ AW
4. Waldsunsy PuTTY tiedonsudh lilfiingeaves 1PCop

5. uan IdTauldmdadagaii 4-3

]
o

gﬂﬁ v-3 uanIdld Taufinwada tar xvzf ipcop-advproxy-3.0.4.tar.tar
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6. ARG Advproxy Tﬂﬂiﬁ’i‘ﬁ‘lﬁqmugﬂﬁ -4

Pully

'
2

r 1.4
gﬂﬁ v-4 ARy Advproxy TaoRusimda ipcop-advproxy/insatall cre

Advanced Web Proxy

Common sellings
Enabled on ci2a0: Proxy pert: j’BDD
|

Tranaparemt cn oot [¥] Visible hostname: ®

Cacka sdminisirator e-mail: @ |

Erree messages Ianguage: E_Enﬂ-sh
Suppresa version infermation; [ Erer messages designy EIF‘C;:p v
Squad Cache varsicn: { 2.7 5TACLLT ]
Upsiream proxy
Proxy address formarding; O Upstream proxy (hostiport) @ |

51 v-5 wilwendn Advproxy

- Enabled on Green : Wunisidaliusms Proxy Tudiuvesdumesive
Y A 4 o fad
- Transparent on Green : Waldusms Proxy WUV Transparent #39311N1500351370
ms3oavoie: lldamesmlarsnniiduwesn 80 Tuds Proxy Tauda Tuiia Tavh lideainis
@ 1 a; o A 1
AMUAITILIT BT VOAATDIGAY Y

o ¢ o & :
- Proxy Port : MWUANDSAN 15111UB4 Proxy H49zABUAUBIMSSBIUDYBUNT BIGN

1 ] A -y
110 #a Tagnaud ez 1$woin 800



1

'l'.'og setlings
Leg eratled: [ Leg query terms: [l
Log useragaris: (W]
Cache managemmenl
Memory cache size (MB): 2 Harddisk cache size (MB): _50
Min chject size {KB): 0 Max ohjed size (KE): 4096
Number of level-1 % v Do nct cache these destinations (one per line): @
subdiredtories: i i
Mamory replacement pokcy: ERU v’
Cache replacament policy:  LRU =
Enable offine mode: [N}

gﬂﬁ Y-6 11T7AY Log settings Wiy Cache management

- Log settings : I¥dmiumsilaldmsitudoya Log

s v o o o [y
- Cache management : 1i’i’ﬁmsunmuﬁmmsﬂﬂmu Cache @51 Proxy

Unrasticied IP addresses (cra per line): ® Unresiided MAC addresses {cne per lna): @
192.159.100.18 : :

Barnad 1P sddresses (one par kne). ® Banned MAC addressas {ona per ine); ®

31Jﬁ V-7 UAAN Network based access confrol

- Network based access control : “l%’ﬁm%'nmin°1'riuﬂqn'|iwﬁi1ﬂ°j’fﬁu Proxy
. . w 9 o 3
- Authentication method : miuimuagiiuumiassaeudnoweg ity
A g v o Lo & ¥ @ 1 o =
IAT090 IﬂUFj‘YICﬂENﬂ'Ii’i]SHJ']I’)‘]Jleﬂi)SFIUQ‘ixl‘I ‘h’i]m‘]i Uas SHAHIUBIA U AIUTIT

Wy ld 1

»
MIMILUY Authentication 11UvzABITANS IHUSMSUVL Transparent Y89 Proxy

»
Server AU IMTIXMINT Authentication vz Tafuayuns 191 Transparent



72

Avthenlication method
£ Share CutLacp € idenzd {aap £ Airdeny <rAADIUS
Global amthenticalion sitings

Murmber of aAkentraticn 5 Materticaton resm prompk 4

Frocessed: - B
fsherticatin cache TTL I g™ =~
rEen): -

Lrmit of TP addrasses per
usen: B

User/TF cacha TAL [ i
mules]t

Aagquire sutherticacion for
unredriced sowee addvesses:

Destirpticns maheut 3.ar4rtcaton (are per ime): @

Lecal aser swthentication
Min pastrend lengh: & . H Eypass redeactum (or members of o

(RPN the growp Extended’t
User managemem |

319 -8 11789 Authentication method

& A
- None : ams l¥nuszvvas naouflon Feziluaisuduues Advproxy
& vy oy ¥ d 9 L@ &4 w 1 et Y

- Local : 1030391 wiaoans vxduin laa szdeesyyie nas swarhn Seezidn
o 9 w0 o
B lad14 Taode uas sarmazgnifin’137 1PCop Proxy Server

- Limit of IP Address per user : 5::1]5"!1&’]14 IP Address Nozauisnaonsulavld
Yol uaz sWarhu@uniy

- User/IP cache TTL : fimusszoziian e lunisidnldaiveaidag User w50 IP

A é a:i a 9 B < = (-} 3 1 =y = 3
FasenTUAANMILA Aasnimsaonduluidnasy mundfie o winuidans 14au

b T '
- Min password length : sﬁﬂﬂ1uwﬁ1qﬂﬁmu1m°l%’"lﬁ'

Local Area Nelyrark (LAN) Settings

Autnmatis confipration

Automatic configurabon may everride manual seltings. To ensaure the
use of marwal setiings, disable automalic configuration.

[ Austomaticaly detact settngs
[Juse automatc canfiguration sapt

Plany server

Lhaapowwwhmmmnsesei&gsvﬂmtwb
disd-up or VPN connactians),

Address:  h92.168,100.2! 1 Port: 830 !
[¥] Bypass proxy server for kocal adsdre saes

gﬂﬁ U9 AMMuam Proxy U Internet Explorer



Local user authentication

User management

Username: ! Graup!

Password: i Password {confirm):

ljreaie user_] [ Back to main page ]

, User accounts;

Username Group membership
belive Standard
katan Standard
kcpe Standard

~ Legend: ﬁ Edit ﬁ Remove

7l 4-10 msadrandswdelny

A dw
- Usemame ; ITYBONADING

- Password : MMuAsHaduimumunmvua i lud nives Min password

length

»

- Password {confirm) ; SSUSﬁﬁ HIHONATY

NATBUNITN N

1 ar A
WalUsunsudvwsuesudmeasadiniylad wisingmhiadmsvssyse

Al woz sasu e ldnsendavivadiiuladw gt v-11

The server 192. 169, 100. 254 al IPCop Advanced Proxy
Server requires a usemame and password.

Warning: This sarver Is requesting that your ussmame and
password be sen| in an inseare manner (basic authentication
withcul & seaure cannection).

User name: n ) v

Password:

D™D

dl- 9t ) o o a
3UN v-11 mhandmsudendu

oo



A g ¢ v d e -
H‘lﬂﬂﬁﬂﬂl!ll Cancel Iﬂillnilﬂu511"'11'3'5ﬁgllﬁﬂQWu'anlﬂﬂﬂdzllﬂ ¥-12

Cache Access Denied

White trylng to retrieve the URL: http://www. le.co.t
The followlng error was encountered;
+ Cache Access Denied.
Sorry, you are not currently aflowed to request:
hip:/ivevor google.co th/
from this cache until you have authentlcated yourself.

You need to use Netscape version 2.0 or greater, or Microsoft Internet Explorer 3.0,
or an HTTP/1.1 comptfant browser for this to work, Please contact the cache

adminlstrater If you have difficulties authentlcating yourself or change your default
password.

3% v-12 wamagilitendn Cancel

mndldudeamsezanlaousiamuvesines annsam 13 Tauda i

http://192.168.100.254:81/cgi-bin/chpasswd.cgi vimiuvzilsingmindumad miundouswaring
ﬁqgﬂﬁ: v-13

Change web access password

Username:
Current password:
New password:

New password {conflrm}:

[ Change password |

3 o - o { & 1
31U v-13 wanadumsdms v douswarig
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Add a new class ethl

Create roatilass for ethl

{ This ctass willbe usedif no other futa
matehes )

S i ol
Upload in kbit; 4600] ( Set this to about 90% of your

uiluadsl)eed )]

Default classy 199 v

U 9-33 uanan13e319 Root Class

¥ A ¥
- Class 399 (eth0-Green) 11Ju Class 7119 lunseni Inaadalufiianundus

o & b4 o
MIALaNAB 100 Mb nazaz 1¥m157 90%

[P FI A O kY

Create rootkclass for etho

{ This class will be used if no other rule
matches }

Speedin khit: 90000 { Set this to about 90% of your speed )

Defauly c!ass:iiiiﬂi_ﬂ__jf_

31 9-34 uEAIN138379 Root Class

2. #5149 Child Class Y131 2 Class 14u0
- Class 100 2197 Root Class = 199 1111 Class At muannuirtumssninas

409 HTTP ua FTP (Priority = 2) Taul#a1mns 1umséw Tvwan laiiiiu 300 Kb

Add a new class eth1

Ciass:;m v { Defauit dass: 199}
Priofity: 2 v
Hinimum Upload in kbit: |

Mawmum Uploadspeed of thi5300
class i kb

Burst:
Ceitburst:

31N v-35 uanIn15a319 Child Class

- Class 300 11970 Root Class = 399 11 Class At muaanudlumsaing

Tvanusd FTP 1taz HTTP (Priority = 2) Yaoldanms - lumson Tvaa Ty 300 Kb



—

Class: 300 v { Default class: 399 )
Priority: 2 V:
. Mmum Speadin kbit:1
: Massmum Speed of Lhis da:'iiir, 300
Burst:
Ceiturst:

3UN v-36 wermansa3a Child Class

3. W tayer7 Tumsadrangianu i HTTP uaz FTP 1ana 1@ iy 300 Kb Tau

- o
a0 N 1vas Protocol T80 1nE hitp:/A7-filter.sourceforge.net/protocols wanih 3%

fetc/17-protocols/protocols

Add a new rule:

Rulename: fip_up
Pro!ocolﬂ_ﬁji v.
Mark:; 100 v
Sourca IP: Save
Destinztion 1P
TOS::Hormal—Seni:g - ¥ oW

U 9-37 naamsaiiang

Add a new rule;

Rulenamea; hilp_dmwn
Pmtocnl:ﬁv
Mark: 300 ~
Suwrce 1P:
Castination 1P:
TosiHomalSenice 00 v

Ui 4-38 uarmanisaing
- Lightsquid
1. i Ivan Wsinsy Lightsquid v lod hup:/ighisquid.sourceforge.net/

2. aoutl Wdi 18113 1pcop TaeldTalsunsy winscp
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2. M7 Config PFSense

The server 192. 168,100,254 at . requires a username and
passwerd.

Vaming: This server i requesting that your username and
password be sent in an nsease manner (hasic authenticabon

without a seare cannechion).

User name: 1 admin -____ . v

Password: YT
[“]Remember my password

Thiss wwizacd wrilll guicke you through Uhe niml comipuation of pfSens

(Hes)

T e

; Xy ;
JUN v-54 na Next tioiiupousoi

4 On Ut soveen you Wil St the Geneval plSewrse parameters.

Gy o Daloriurtion

i
H
L
;
s
i
v

Hostaomec pfsense
—_ L DUMRLE: mpsenver [
Doreain: foca!
X EXAMPLE: myTeman. com
Primary DES - T i
- - DRs T - T — B i
Server:

UM ¥-55 A58 MUAR Hostname 1A Domain



fied Lemter (ML) I .....
T | | l: 58

Plaase entar the time, date and time 20me.

Tene veiver timeL.rimterAb .
hostnarse Erear the ramé of th time sereer, R
Tinezone: EETT R

)

o

PSense

On this screen we will conligure the Wide Area Hetwork i omation.

Selectod Type: oHCP =

R i e ST YIINY

HAL Aukiress This freld cn ba used to modiy ["spool™ ) the MAC address of tha WAN rterface
(i be requred wih soms cable conections) Exter 2 MAC address in the
folwing Farmats moecorona T of kave bank

Fyou enzera vaboe n this field, then MSS camping for TOP conrecmiony to the
HME vale terad Z00ve ML 40 (TCP/IP header see) xd be n effect. B you ke
this fieid blank, 21 MTU of 1492 bytes for PPPOE and 150 bytes for af othes
cormection types ivl be amumed.

»
a1

31U ¥-57 A1 Config WAN Interface

Om this screen we will configure Lhee Local Area Hetwrerk infommation.

T92.068 100254
LAN [P Address: Ay
R Tvueckpfﬂfshtuhceusesmmohbnnvadms._
Subnet Masic H

gﬂﬁ U-58 AR Configure LAN Interface

T T RS e e
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- [oSemse]

‘On this sreen we will set the Adwin password which s used to acess Hee WelbGUT and ako S5H

services I you wish to enable
i
t
]
Adain W ::
renes :
_ swrord: o i - !EJ
‘m"“m“"" [Ty L

=)

JUN ¥-59 RmuAsHAKR1MYUBY Admin

Chick "Refoad” Lo rdoad pfSense with new changes. U you changed the password, plSense wil
ak you to log I sgain.

(=

I
| s an e

Tha seiver 192.168. 100,254 at . requires a username and
password.

Warning: This server is requesting that yous username and
pasyaord ba sent i an inseture manner (basic authen Bcation

without 3 secure conmtchion).

User name: 0 st v

Pasgword: TR __I
Remember my password

[G( ||cm|

U v-61 wamamsngszun



me et (At H]
wortee, Fredh, rdh:bgl

[sense]

i A relaad s pow In progiess. Piease wad,

The system will automatically iry to access Mip://192.168.100.254} in 110 seconds. i

You can dick &n e icon abore to scess the site more quickly.

R

31 v-62 5201¥N15 Reload

4 Local Area Connection Status

General | Suppot
. Cenaction gty '
] Ak Tope: Mo Corbprd
b e e 192 168 163,10
Sudinet Hask: 2554592550
Defaud Gty 192.168.10025

Windowe did ol dalect probdens with thin — H!uz'r}
conmechon T you cannal conned, click _ |
Repak
1
i

9
2 P
JUN -63 A3 IP Address YBURTBIGNUIL

Ltarfaces
Syslem Dverviews

Syslizn forma bra

peenetoral

132

buizon Mo L 3 225 MUEST 29
[t

00:0F

LEa oo
e s

o

3119 v-64 nanamménves PFSense
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M3 Block Port $1 1A TAe 1501y Firewall - Rules

e v

Ht
Tl e gkl o ) Ryt eath hat 1.8, the Wton af the ot e t0 match 8 Rkl il be Exroced). This meary ald f T
bk et T ht it 10 ity tereon 1o the rde order. Everyzng U2 I L npicdy pessed s Bocked by defa M

51 0-65 uaAIINKANU0I Firewall Rutes Tudm LAN

31Jﬁ 1-66

<2 ovie (o (M40}
ez aczrses, Serdh wnd baary

Advrwed Opeon
“sote T

Iiﬂmin

gﬂﬁ 4-67

Eah

CTomz s o g3 vith Dkt (ral matr £ g pectied
w-nﬁMMmmnmammmnpﬂrﬂomawmmbmzh
rebred & P wrder, ohereas b bodk Be parked & 0o sberdy, 0 eaber Gme, O orgead pachel 5
mﬂmmhm-n:mromﬂ&mwm)h&-

[ Dinatde Hhix rvle

Set tha apnor by deabie b re W rong £ o e ke
LBH v

e o wbich beips fa packeny mast e ko makch i e
TP v

Chocate which 1P prtocol tha rba choud meich,

Hrt in sl Leset, poa soukd ecfy 708 Fes

L= mot
Us# i 0oron o irvert the samsa of tre recch.

Tem:  LAN subnel v

e IR
Advimaed l-s‘:»-mczmwe

fimruang 11n15 Block Port (1024-65535)

F: (cther) ~ IO
w {other) -

shecH, It ko el Hirg b L S Tranor of B (ke bor i e
He= you o ke e o Pl ety # p0u oy e o Meer 3 sngie port

C rog packets that are handied bry thic nas

Hr the frevad et e Izl (g spee. Don't i on loggig e entspthieg. 1 o -t 1o do 8 ot o logeing.
crude ury 2 roncle Yo BTV ST e Dagrsis: S, e ke Seltregn pagel.

Abanced | gnow atarced oy
tdeanced | gocw e

C
WUT: Trs praverds the 'z Ernacomattaly 5~0onp B pher CARP membens.

e v
Ledwg 91 °rone’ 10 lezoe e e entiad al the bime,

BOTE: schedhle ngic can be 3 b diflerent. Gk here fos pmore il ormation

defan v

fmuang Tums Block Port (1024-65535)

94



The frcwall e ronfrpentos bas been changed.
Yom rasd apply Lhe duames in orbor faw Usean o Loke il

Prote Sowren Part Destmation et CGstewryy  Schedele

0 O 72 wire ride
45318

o " we rLl‘ll'!I = - L]
)

o
m]

311 v-68 uaaamsdla Porifoafumsdnduld naz Block Port (1024-65535)

1135711 Bandwidth Shaping 1%1131'1%1%’11114 Firewall -> Traffic Shaper

@sonse

i w7

Gom) Ay Rty il nipe pour exbAimy shaper config! Tyoudn i wich 10 4 ontinue,
please cick Lhe pIsense kgs al s Lop ta return to the weblonfgurator. Ako sote that
currently the tralfie shape: s not compatdde wilh bridging

This wizard will guaida you thrinagh setting up the plSense taific chapess.

=]

ST TR DRI

1 [ L
U 1-69 nA Next iorhiuneuvie’lll

shaper configuration

plisense Traffic Shaper Wirard
Setup netrrork speeds

Inside W v Thi i usuzly the LAN nterfzce
__ Insite nterface for shaping your dovnioad speeds

1024
The download speed of your VAN Ik F_Idl_r_{@e_cm. Hata: PPPOE users should
takg into a(fmint PPPOE wejhead and put 2 losver tpeed hera,

Download:

outside: HSa v THE K usualy the VIAN nterface
Outside interfece for shaping your upkad speeds
1 N
UpRad:  The upiad speed of vour VAN Ik in Kbits/sacond. Hote: PPPOE usars should take
nto a(cnunt__PPPOE overhead and put 7 lower peed here.

- Iy o Y ar A o & 1
117 470 fimuan 219 LAN 1oe WAN Interface N9 Next ifoidunause il
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Volce over IP
ofSen e Traflor Sha per Wicard
Enable: (] Prortizs Voce avar B trafic

This v, pis2 th prioity of VOIP baffr abave 2l oth >t brafhc.

Neaxt

N _ Choase Ganert 1 youd provides sn't Isted.

Address: (Optional) I this s chosen, the prorader feld wll be asenidden, The albics you to
Just provide the PP addr2ss of the VOIP adaptor to pricnize. HOTE® You &an abo
o use a Freval Al in ths location.

B i leiis,\sic ¥ Total bandrrdth guaranitez for VOIP phenafs)

=

1] ] ¥
3t 971 fimua Voice over IP A Next thovindunaudo 11l

Penalty Box y -

[ Peniee I o Ads

Enable This wl Sowser the priorey of waife fram thks 1P of 2kas.

Address T alows you to just provide tha [P xddrass of tha computer(s) ta Panales.

HOTE: You £an ako use 3 Freval Alas m this locatian,

BandwidthUp: AL e
Tha upload it in Ko ks/second.
BandwidthDowm:

The da-wnivad Wt Koesieacnnd

[

c; [ d' o : [
319 2-72 1 mua Penalty Box nA Next ipsiiunavsio’l

piSense Tralta: Shaper ¥Wuard

7] Lowet prioky of PeerzoPear rafe
Enable: This vell wer the orizsky of P2P taffc below al other traffic. Pease check the
kams that you wnuﬂ k2 to prortize waer than normal traffic, ~

p?pCatihall

p2pCatchAk [=] when anabled, al uncetegoriad tafhc ia fed to the o2p queve.
BandwidthUp: 3 - :
The uplvad Wme in Khts/second.
BandwidthDown: 5

The downioad bk Kb/ sacond.

Unable [Drsable spuafe: P2P profocok

Ammgrer: Alrstat and ether P2P ushg the Amster protocad and ports

BRTorment F2] arromeat and arhar P2P Lsing the Tomant nentneol apd norts

1M 473 SmuaanwdlumsarniTvaalid P2P na Next ifoviiuasude
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piSense Tralfic Shaper Wirard

Enable: Prioririze network gaming bramic
Th velras the priorky of gaming oo to higher than mos: braffic,

Batthe.net - Vitualy avery game from Biezard pubbtng should
BattieHET: match this. This ncludes the folowing garre series: Staraaft, Dabl,
Warcraft, Guld Wans 250 usas this port,

] Battiefield 2 - this game uses a LARGE port range, be aware that

Battelield2: you may need to manualy rearrnge the resuting rules to corectly
o prioricke other traffic. o
calofouty: Cal Of Duty (United Offensive)
Counterstrke: Counterstrke, The ukimate Ist parson shooter,
DeRtaForoe: 0k Foree
DOOM3: DOOMI
Fmnirafarthe 21 Crmnien Gk

- ° o o A o 3 J
3UN v-74 Aimuaaminiaiumsaniinea path games na Next ioriiunoure i

Raiwe or lower other Appliations

plSenae Traffr Shapor Wizard

O Othar netvigrking protocels
Enabla: This will help e of ‘\ower the prorty of other plotocols higher than most
traffic.

Hext
HERDP: Morosaft Remote Desktop Protocal
) vic: ' Yt Hebwork Compating
AppleRemoteDesktop: pple Remote Desstop
PLANYywhere: . Symantec PC Amywhere

e PSR —

(] 1 o
U w75 Smuanwdingmsarni lvan na Nexi iioviiunouns 11l

frex Qe 14040
i feads, sd bty

Alter pressing Finish the system will load Lhe newr profie.
Please note thak this may bake 2 momen).
Alsa note thak the bplfic shaper s stateful maaning that only neve connschinsd will ba shaped
¥ this Is an isxue pleate reset the state tabie after loadng te profie.

PSaae Tratie Shaper Wirard

T it e PO

%
i
I
L
Ir
;
i
g
:
4
P
- J|

| A 4 F
JUN ¥-76 NA Finish 1o TUgANIAIA
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o . . ° 3 . .
11311 Authentication ﬂﬂéﬁﬂﬂi‘lﬂiju Services -> Captive portal

(] Caable captrre pastal
saesface LAY v
O whah raerface kons te captee porial on,

o Gk [P s S g
Thes ettrg by the nurber of COrOUTER] COnNechrd O the Cagrive fortal HTTPS) lafver. muoummm.
mary sy a1 be logoedin o tre caphes porial, Bl racher ham many users can load d porle’

eutfer e 2 D s Brel Oefaull i 4 orveciors per dent [P ad¥ em, =4 & il maxdeom lm

Toke b :
it bt dccrrecad after i aaraurt of inactaty, Thes may i v sgain e daialy. @m0, Lex,e Cu fed
bark For g e tmeol.

Hard ezt e
Muhmun%mmn.wdmf hz,«m,bqn;mm
Fough Leive B febd Bk o 70 hor d breenud () recomeser—ded uriess an iz ook i o).

Logend posap wrckes [ Enshle lagowt popey wiedoe
H enabind, & popup windom il apesr -*m&ﬁntrdhnmhuﬁwwu.ﬂ-hmh
mﬁmm‘eu"hnww

PRI

510 4-77 uaaamilManYea Captive portal

- TAB Captive portal : 1690 Enable captive portal

- Interface : lai]ﬂ Interface ndJu LAN

. ey m ke
Y - M - I Ly, . 1N

Comme W koo ) Dimabily cmmourrea) nging
1t T @ pa0, orby e ettt g v il b i S g i o et
. presheedn e Ut b 6 e
s farg Dn.u.)uz--.
1t Yo @ P, Ao B -l ba made s thall The MAC addei bl o 8,4 Tt i whle e
[y m.mdhnmwmdhdﬂm:huw-o Tmunky by g g
ey tetaee- e prd e cioma). s u ensbiad, TAORS MM At ion Grwen b usl
Anertcaton ) o e

L

C2 LAELS arw—aee

Py PRI

T p—
For 23 o e ML L -k o o e b s e
=
et s Fa baee m aa SaseT
el i -
=

Ly 0w Pl e e e WSO s et et e

51 478 waraawimanves Captive portal

. . L A'I = [ A ¥ []
- Disable concurrent logins : higwsa195ed1¥aensundaufuasunsostiulylils

A d o J
IATONNADNDUNDUIEHGA

- Local user manager : ﬁmnwiﬁ%zuuaaumw‘ﬁaéﬁ Az SHARIL 930 PFSense
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nlédare‘;
sSetvicesiCaptive poital

Chgthve partal . Pix-tiwmgh FAC ~ Allowesd 9 wddnersiy [IERE e Hasoge

Username
beine
st

| sentama |
Fasrword
{erfrriten)
I vou -3t tx charge te wsery s ord, i bR e
Full nem
Us's il nare, For vour oo ool onvs
B date T

i [¥]
. Lesr.e Hari 4 e desurt fhouidn) exps 1, oo sise oty e Eaor sder i i e flowirg Tormal. anely oy

!

U7 4-80 SmundouesdldiuTilsunsy PFSense

Sy

A
= Usemame : 321¥8NA0INTT
- Password : AMHUATHAHIY
A g
- Full name ; 99191904 Usemame

- Expiration datc : ﬁmuﬂi’uﬂuﬂmqmm Usemame

plSense captive portal

Welcome to the piSense Captive Portall This is the default page since a custom page has not been defined.

Usernane::

Password: |

519 v-81 Wrhandwmsuaandu

a4
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Authenlication error
Username and/or password invatid.

Go back

. A 4 o 1 ~
U v-82 namagliiiensontedld uas sWarudia
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NANUIN A

W36 (Port)

101

msnn a-1 ialls laneauazmnoavnesad iy s lsunsuues (Share)

Joyar)szinn p2p

Application’s

Protocol

Port dnvazmisldau
Protocol TCP UDP
Azureus 6881 to 6889 v v v
DC++ 411,1025-32000 v v v
Gnutella 6346 v v v
Limewire 6346 to 6347 v v v
Bit Torrent 5 - - v

+* Tusunsuss (Share) Yoyarlszinn p2p

3190 72 i lds laneauasminoaanesadinsums 15 Tdsunsy

as e ] 1 = o o
Fus139 losu Insaveoumes e

Application’s

Protocol

Port anvaizms T
Protocol TCP uDp
WebcamXP 8080,8090 v 0%35 VDO
QuickTime 6970-7000 v v ¥ VDO
YouTube 80 v ll"l:f‘; VDO

Qs ] ] = 4 o
** SusIA lopu Ing1U1081IN05 1A (VDO Streaming)
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m5un a3 vielils InnsauazvinomywosadimsunslFnusuiana Online

Application’s Protocol Protocol . "
Port anyazns 1y
TCP UDP
Winamp Sireamming 8000-8001 v #411aq online
iTunes 3689 v v usTIWd auas
Windows Media 1755,7007 Nawa,arua
v v e

Streaming

#7004 Online

o = o o
+* SuthauniriIaseniodumesila (VDO Streaming)

ql Y d o ar ¥
a131910 9-4 19 1U5 lanoauasHuu@aINaI AT NI VNI 191U UNU

Application’s Pratocol anwazms ldanu
Protocol fort TCP uDP M GO
AOL Instant Messenger 5190 v v v v
1CQ 4000 v v v’
MSN Messenger 1863,5150 / v v/ v
6891-6901
Yahoo Messenger 5010 v v v
TeamSpeak 8767,14534 v »/ .
51234
Skype 80,443 Y/ v

= guNUIHIU A5 wBumeditia (Chat)
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o:: =Y ¢ o s 3 ar g
M3 A-5 sia s Ianeanasnmumuresadimsums I InsAmy e

4 = I
INIDIADUNNDI (VoIP)

Application’s Protocol . o
Port ANHAZNT 1
Protocol TCP UDP
Net2Phone 6801 v v
NetFone 10200 v v
PhoneFree 1034-1035,
2644,8000, v v v
9900-9901
Speak Frecly 2074-2076 v v
Vonage 5061,
v v
10004-20000
VPhone 11675 v v v

= gnnsn InsAuniuIaseineg vore 18

- - i e o 4
M3 A-6 BuA 1Us Ianeauaznuomewesnd 1M un1s 19anunug

Application’s Protocol .
Port anpuzms 19
Protocol TCP uDp
Xbox 80,1900,3390,3074,
3776,3932,5555, v v wunudeau ol
7777
Gamespy Arcade 3783,6515,6500,
6667,13139,27900, v 4 i hlguaudang
28900,29900,29901
Age of Empires 2300-2400,6073,
v v
47624
Call of Duty 20500,20510,28960 v v v
Counter-Strike 1200,27000-27015,
v v v
27020-27039
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Doom 3 27650,27666 v v v
Everquest 1024,6000,7000 v v v
Far Cry 49001-49002,49124 v v v
FIFA 3658,10400-10499 v v v
GTA 2 2300-2400,47624 v v v
Half Life 2 1200,27000-27015,
v v’ v
27020-27039
Microsofl Flight 2300-2400,
v v v
Simulator 6073,23456,47624
NBA Live 3658,9570,
v v
18699-28600
Need For Speed 80,1030,3658,3659,
9442,13505,18210, v v v
18215,30900-30999
Neverwinter Nighls 5120-5300,6500,
v v
6667,27900,28900
NHL 3658,10300,13505 v v v
No One Lives Forever 2300-2400,
v v v
7000-10000,27888
Quake 27650,27910,27950,
ve v v
27952,27960,27965
Rainbow Six 80,2346-2348,
6667,7777-7787,
8777-8787, v v v
40000-42999,
44000,45000
Soldier of Fortune 28910-
v v v
28915,20100-201 12
Starcrafl 6112 v v v
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Tiger Woods PGA tour 80,443,9570,13505,
20803,20809,32768- | V' v
65535
Tribes 28000,28001 v 4
Ultima Online 5001-5010,7775-
7771,7575,8800- v v
8900,9999
Unreal Toumnament T777-
7788,8080,8777,977 v v
7,27900,42292
Warcralt 6112-6119 v v
World of Warcrafi 3724,6112,6881- v v
6999
Worms Armageddon 80,6667,17010- v %
17012

o o
iy daon lai

1] H ;
v iunudesu e lusoefiadeiu

mei a7 wiahls laneamnzmnuawesadmsumslFnuTilsunsugudeoya

Application’s

Protocol

Port anvmzmslFau
Protocol TCP UDP
Microsoft SQL Server 1433-1434 v v rudoya
MySQL 3306 v v Judoya
Oracle SQL 1521,1522,1525,1529 | v grudoya
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msnh a8 vialls Innoauazmnopemssadimsums l4u

Application’s Protocol -
Port anwuzns g
Protocol TCP UDP
DNS 53 v v Domain Name System {DNS) protocol
d S un)duy Domain name (Thutas 1P
LA L A 1
IMAP 143 fFmsuyoune lalsunsu
v Outlook,Qutlook express,Eudora Uiz
Thunderbird (4771 Mail Server
A = ° '
Remote Desktop 3389 ‘/ > AIVANIAG DINBNAAADI MARMHN
wa'lna
HTTP 80,8080 , HEAINTT Web page Hun1a Tsunsu
Intermet Explorer,Firefox 1oz Opera
& < 1 o r
LDAP 389 gnldioande ldigmdeyadiuna
A | . :
v v | evelFuimsdeyadien nimniealy
Tasevw
NETBIOS 137-139 lFdmsudasTidsenhansos
v v | asnfiamasilgely
s2u1ANIANT windows
NNTP 119 - Sudadoyandunguain (Newsgronp)
A nsatudLmasitin
Microsoft PPTP 1723 7319 Vitual Private Network (VPN) 119
v nsssvaaoudoya liliauh 1y
EE ' ")
Nudesenld
& A o .
POP3 110 v AIDIAGIN Mail Server
. A Py
Microsoft Terminal 1494,1604 v ﬂ‘]‘lJ?lmﬂi‘t‘Nﬂﬂllﬂ'JmE]{ﬁl‘lﬂixtlz
Server/Citrix ICA malna
PCAnywhere 5632 AILAUIATDINBURAADT NINTLOE
v v
nalna
Real VNC 5900 v v | muquinsesneuinnesninszos
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nalna

Tight VNC 5800,5500,5900 AIVAUINSBINOUAIUNDS DINTZ L
nelna
RIP 520 Routing Information Protocol
Tils Tnneantludnilssnoundn
o ) a s
surildnludumosiin
SSH 2 dmisuiuamlaeanss lumssunse
[ [l 1 = o of
dadoyariu Insaiodumesiin
as A & é =Y o
SMTP 25 d i uaI0adnINATDINBNRNADT
aunia lldarlaren
SNMP 161-162 gnl¥Tavdquan Tnssdhokeiiudeya
NniAsaneuiiameIneg I lnsne
Shiva VPN 2233 @314 Vitual Private Network (VPN)
Wingate VPN 809 @574 Vitual Private Network {VPN)
A
Telne! 23 anldlaodgualnsate edhliden
- ] A o Pl
DOUTIMIITI0VDUNTDITI HINDT
|
HTTPS 443 Tmsdnsvadelntladeyauazaiia
Auanane lums19an web Sueda
doyadiiny wu mvivyiannsaa
Kerberos 88 afwansmsldam Huu
¥
sEULUGUIAMS Window immiu
A =)
VNC 5800,5900 AuAMATINDNRINDT MINTLes Ina
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