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Abstract

This project is about a web — based application for monitoring switch performance and

reporting. The purposes of this project are to know the stale of web — based network switch work

and compile the efficiency report for solving problems while the switch working.

This project applies Simple Network Management Protocol (SNMP), Appserv, and

PHP language for monitoring memorandum and reporting via web browser. User can monitor the

state of network in Real — time system. It can help to solve problem immediately if the problem

occur. The resulting data can be used to find the way to develop the network system in the future.
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2.2.4.5 Security Management

“Security Management” 30 “n1suSHATIAIAY Ao mnuguaadide
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— Developing security policies and principles

—  Creating a security architecture for the network

— Implementing special firewall software to prevent unauthorized access of

corporate information from the Internet

— Applying encryption techniques to certain types of traffic

—  Setting up virus protection software

— Establishing access authentication procedures

— Enforcing network security

2.3 Simple Network Management Protocol (SNMP) [5]

. - 4w 2 A ay
Simple Network Management Protocol 1130 SNMP ﬁfluiw*sTﬂﬂaanmmwummah
dmdunstamsszuiaieviohianegunns lenea TCPAP 1ns lanoa SNMP @niie
o @t 1 ] ' st
Mo idfuammnadeuveuniaiitusazlizinn ldedeainyais Tunis1sans SNMP 2
9 ] as o ] & = :
Qn“l.%’"iumsaNﬁmqwmanymsmmﬂuqﬂmmszumﬂ%’amwmmu“lu"lé'ﬂﬂﬁﬂws'Imﬂaa
k4
3 ar ° ¥ o 1
SNMP 13uda envinii sNMP drousolFlumsimuamvesgudoyalugiinssiniedie
) o 1 o 1 ] o ) ar
Tunsvintsuaziamsnistivdesldminsaiare g Sdmvesmsiauswny
ot r- ] » & = ] o 4 ] o s
seuudamsniedio ausu3ont o (Ageny towuaitiudiuvesgeddnasnogly
Cal) a A " A =4 - o o & A o W
g1lnsnia1ge °nr-nana:ﬂumsafuw’Iaumaummmwan“lm:wwmmsaqﬁ‘lumaﬂmmaz

115119195 9191813 8150071 NMS-Network Management Systemn
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3 1 ar
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Management Station 130 “g@o1iidans” iiluginsailuszvmmiediohiiauae
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0 = 1o w ' . ° o
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Station a1z gilnsalnsenIesnouiuaes i miiiiludo1fidanisezded
.. & o A g9 o a 7y
“Management Application” #30 “Tilsunsudania” welddmivnsdmsizidoya (Data
1 b
Analysis), MIRAIIBIAAAIINAANT B (Fault Recovery) 1Tudn uenvinildedesiidiude
5 \ 4 = ] o . a
Uszau (Interface) Fadludruguinrsszumniotolfithduna (Monitor) Lazins
A -4 . A g g a-::’ .
ATUAUATOUIY U Network Management Information SWBINUIIUTIUYDYPANUBDUNA (Entity)
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SrunmnnlRedesiag 1 uaadlddagili 2.2 uaasiiedanisianiues SNMP

HE B SNMP R
W Hub W Hub panent
B % MB " MB

SNMP
Ruutcr€ i:‘:t-: i
"+ MIB :

Nalwork
management
station

o Black lines are normal natwork connections,

o Qold lines aro SNMP agents getting PDUs and storing themin the MIB.

# Red lines are SNMP agents forwarding MIB data to the network
management station, which stores them in its own compasite MIB.

11 2.2 uamadoten st uves SNMP

(http://www.freesoft.org)

Management Agent Apnguueaginsaiaie) Tussuuniatwhannsoninsusms
w 9 1 = 4 1 a o . o o o
31514 19 AvNR MBI (Host Computer), U3AY (Bridge), gilnysladuidumnis
N A o . =1 1 ¥
(Router), @993 U (Swilching Hub) iwludu mﬂiuqﬂnmﬁﬁmﬁ 227 “Agent Software” e
“Talsunsuewust” AmihiluddansmsuSmsmoluginsel Tusunsueud seimiaoy
Fuielinsdeswetoyaninamilianms unzurainsaouauesmufIFIUYBIamilTants

uﬂﬁﬂﬁ‘ﬁ'\‘lgﬂﬁ 2.3 11aR9 Operation of SNMPv1 in the protocol hierarchy
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SNMP

management station SNMP Agent

Creagiet il Application
NI RN management object SNMP
___________ —| management
S L object
SNMP maessage SNMP maessage
SNMP message
upp UDP
1P 1P
Network dependent Network dependent
protocol protocol

(NSl .':‘('.1':’ )

zﬂ‘ﬁ 2,3 1A Operation of SNMPv1 in the protocol hierarchy

SNMP Common Protocol Data Unit (PDU)
SNMP Message mn'lu%z‘ﬂasq Protocol Data Unit %159 PDU ifte 19 lun1sandefloans
S FAYORN Management Station 18 Management Agent I.lﬂﬂﬂé’ﬁ\flzﬂ‘ﬁ 2.4 L1e@3 SNMP Protocol

Data Unit (PDU) Format

Aalaithin ! AT IS

Vit aunbie e

31 2.4 uaAs SNMP Protocol Data Unit (PDU) Format

'
o o @ A 1

GetRequest-PDU 14911788 Management Station 1usidadmsuiSona1 MIB value

910 Management Agent

o & o @ ed 3

GetNextRequesi-PDU Haulay Management Station fhuddadmsuionnt MIB value &2

dallomn Management Agent
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SetRequest-PDU 1%a1uTau Management  Station 1Hudn ﬁ"'\‘l Tun13%1 Remote
Configuration Lﬁﬂﬁm"lil%ﬂufi'l MIB value 11§ Management Agent

GetResponse-PDU W lae Management Agent Tun1599A1 MIB value Nl i)'lﬂﬁﬁ% 3
GetRequest- PDU GetNextRequest-PDU 1108 GeiNextRequest-PDU
SetRequest-PDU 904 Management Station

Trape-PDU 143 Tay Management Agent Wumsudadou Tl Management
Station W51 1Uns@A Management Agent {NAMYNIS dla i

Management Station ladmuall

PDU Variable Bindings

317 2.5 1e¥A9 SNMP Common PDU Format

SNMP Version 2

Founndralaoegilvd SNMPv2 (ileifvuii sNMPvl fuituld4nile SNMPy2
aumﬂmiﬁﬁ Element Manager ‘%Q ﬁTﬂﬁ'ﬁ’l‘IﬂE}U Monitor Management Agent WA
Management Station 131U 40 18105 004090150 Element Manager 78%208an1393195 11
indese unzmunnud 2 TunsEunium MIB Value 990 Management Agent Tunsfifigeaiin
3 Monitor i::‘umﬂ%'asu'wﬁﬁwm“lﬂqjuaw‘?wcjc«iNﬁmuﬁﬁ’u Faqilit 25

Element Manager 3¢ 10159 puiSsnifius MIB Value 910 Management Agent ﬁ
aussiuAReUIRzAY g nideayavosau iiie Management Station #9401581 MIB Value
9111 Management Agent ﬁgﬁ'i’illﬂ Atuauais ﬂﬂ%ﬂﬂuﬁ%’lﬂi‘lu‘ﬁ'ﬂy’aﬂjm Element Manager Agent
udasdaminy

SNMP Version 3

FounnareTauagtluos sNMPv3 iilefisudy sNMPv2 Hiftn1ddafe sSNMpv3

a < o @ 0 o . * . .
msnisnFusessumshauludiuves aamlaaio (Security) 18Un Authentication Iae
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14 UserBased Security Model (USM), Privacy Ta01% Data Encryption Standard (DES), 11az

2
Access Control 1a#1% View-Base Access Control Model (VACM) #4114 SNMPvI wag

¥
SNMPv2 Tlaunsnsassunsiaumanii 18

A AT RN A T (SR

D]

AT I R

SR A TR S AT g v & ST R AN A SRR

A A . EARE

VT e - T T TR .
) -

31|ﬁ 2.6 SNMPv2 Managed Configuration

PRI INg (Object) ﬁaq‘lugmﬁagmaﬁau (Virtual) U943 (MIB)

UnTIANIININGINTILDIATEUW KUK ING INADR SNMP UABZNSHEINTIZQN
wernang 31184 Object A1MF A Management Agent v£TngUVD4 Object Falinrudrdayilu
adwn Fendn MB TasnwlugumsaumaiontsSanisezdsznonlldrenguves
gudoyataiion (Vimal Database) taznguvasflendy (Funcion) tiel§lunisdans
Management Agent Bonm *Object Identifier” (OID) ¥30i30n71 "MIB Variable" §11151 SNMP

HIGE@Y OID ﬁJuncjwmﬁ"smm‘ﬁgﬂf‘imumfumﬁm%’uqﬂmnﬂ?ﬂmmﬁﬂ‘la’iuﬁ;
Fagilszaenueanis 1¥ou mnomy oId vzgniiomlugiontoouns “Abstract Syntax
Notation One: ASN.1” ﬁf‘i YN “Structure of Management Information: SMI” ﬁaﬁﬁ’ﬂymmﬂu
g 4oy a1F 98191 (Hierarchical Database) 1130 1a59013 193 UAU 1 (Tree Structure) 1/5znoud 0

A0 (Digit) 4nzyA (Dot) ANWAAINUHUIOEY TP address 8179 AIFRMUAKIBAY OID T
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HANWUINTTIH U UIATFIUCANST” 0onuiiilas US Organizations, #1053 IH“TANA”
=1
poNULY 1AY Private Enterprises Uz 41N “BSI” 200111 198 UK Organizations Wudu
as ] :::’ 3 o o ] ) o A T
gavasdnavuazyaariildiluditsvenendnyaivesginsainiedisuaznizuiu

o o N 1 3 s A
(Process) msmamqﬂnsmmsmwuuq mgﬂ‘n 2.7 uafg MIB-II sub tree

HOEENTTS

i ot Fann

system (1) ”intarfaces(z) " at(.?ﬂ ip(4) |rcmp(5) ” tep (6) || udp (7) || eqp (8) ||trn|r|n1hatlon(10) snmp {11}

319 2.7 uerAq MIB-II sub tree

M1319% 2.2 AR Subtree Name, OID 11ag Description

Subtree Name 0OID Description

Defines a list of objects that pertain o sysiem operalion, such as the
systen: 1361211

system uptime, system contact, and syslem name,

Keeps track of the slatus of each imerface on a managed entity. The
inerfaces 1.3.6.1.2.1.2 | interfaces group monitors which interfaces are up or down and tracks

such Lhings as oclets sent and received, errors and discards, etc.

The address translation {ar) group is deprecated and is provided only
al 1.3.6.1.2.1.3

for backward compatibility. It will probably be dropped from MIB-III.
ip 1.3.6.1.2.1.4 Keeps track of many aspects of 1P, including TP routing.
femp 1.3.6.1.2.1.5 | Tracks Lhings such as ICMP errors, discards, elc.

Tracks, among other things, the state of the TCP connection {e.g.,
fep 1361216

closed, listen, synSent, elc.).
udp 1361217 Tracks UDP statislics, datagrams in and out, etc.
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Subtree Name OID Description

Tracks various statistics axbout EGP and keeps an EGP neighbor
egp 1,3.6.1.21.8

lable.

There are currently no objects defined for this group, but other media-
fransmission 1.3.6.1.2.1.10

specific MIBs are defined using this subtree.

Measures the performance of the underlying SNMP implementation
snmp 1.3.6.1.2.1.11 | on the managed entity and tracks things such as the number of SNMP

packels sent and received.
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MONITOR SERVER NETWORK SYSTEM

Web Server

PHP Web-base Monitoring
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: MYSQL Databuase Connection
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CPE Building
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