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ABSTRACT

Phishing Email (Spoof Email) is internet fraud. Forged by the body of the email to the
user (victim) believe this is the contact email from the agency or institutions that you make
contact. And request that you do something such as update the or confirm your account
information. Typically intended to lure victims act in a manner likely to cause damage or the
information that is important to come out such as passwords or personal information

The organizing committee was made aware of these issucs. At present there are more
fake ecmail. The organizing has proposed an idea how to know that email is the email spoofing or
not. This project was developed to check email spoofing automatically up. The leading article
inspection Spam TFilter applied to monitoring check blending malicious link. To inake the
program more effective than conventional Spam checking. The results showed that the rate of

detecting email spoofing to 44% more efficient than Gmail.
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Tomeat Version Servlet JSP Version JSTL Version
6 2.5 2.1 12
5 2.4 2.0 1.2

13197 2.2.3.1 LEAAIDIMT implement JSP 1az JSTL 1 Tomeat [9]

] o

a A & o .. & q ¥
TIRTUNT config DNITDINUIVOY Tomeat NAD Authentication A9 Tomcat 1% tomeat-users.xml
o T . ° ¥ o ' 1 = o . -
‘Hﬂfﬂu conf/ directory Tumsim uﬂﬁibl"]f A108191%H Tomcat manager Al web application
' o g o ¥ 1 1 . i 3
AU tomeat Moz 19691 Tun15 Authenticate 619 & 3oz 14 web application 7 IRazdo ]

ar

< &
role i1/ manager #1341

<fomcat-users>
<role rolcname="manager"/>
<user usemame—"admin" password="xxxx" roles="manager"/>

<ftomcat-users>
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3.2.1 myeanuUl Java Servlet
3.2.1.1 98nUUUHTN Login

g . o A o/
I¥msdion ITML Tuniseenuuinih Login Taef) form Shudauiren Tald

Talsunsu

<div id="Loglin"” >

<div id="loginwelcome">
<pr<h2>togin to Gmail) account</h2s
</divy
<form action="L{stMail” method="POST"»
pr
<tables
<tr>»
<tdolser @ </td><td><input name="user" /></td>
<t
<tr>
<td»Pass : </tdr<td><input type="pussword” name="pass" fr</td»
<ftr>
</table>

<pr<input type="submit” value="submit™ />

¢/ form»

= =
319 3.2 @eunth Login Tav1d HTML

Login to Gmail account

User: S

Pass: -

531 3.3 aaanth Login
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3.2.1.2 B Mail Inbox
4 LY . Lo A & A
19 Login LA 93£UNTHIN Username AL Password WINAIUVDA Inbox MO0

WIms @la IMAP m1mIUviINIsAema1e veadmau I aadng

public class ListMail extends HttpServlet {
private static final long serialVersionUID = 1L;
HttpSession session;
String User = "";

String Pass = "";

public ListMail() {
super();
// Tol Auto-generated constructor stub

}.

public void tegin({HttpservletRequest req) {
User = reg.getParameter{"user");
Pass = req.getParameter("pass”);
session = req.getSession(true);
session.setAttribute("useriame”, User);
session.setAttribute("passiName™, Pass);

317 3.4 Code ArmmMsTuA19I0 M1 Login

public void Login(HttpServletResponse resp) throws MessagingException,
IOException {
resp.setContentType( "text/html;charset=UTF-8");
PrintYriter out = resp.getVriter();

Folder folder = null;
Store store = null;

Properties props = System.getProperties();
props.setProperty("mail.store.protocol”™, "imaps™);

Session session = Session.getDefaultInstance(props, null);
!/ session.setDebup(true);

store = session.getStore("imaps");
store.connect("imap.gmail.com”, User, Pass);

folder = store.getFolder("Inbox™);

folder.open(Folder.READ WRITE);

// tessage messages[] = folder,getMessages();

Message messages(] = folder.search(new FlagTerm{new Flags(Flag.SEEN},
false));// get unread

int unread = folder.getUnreadMessageCount();

31l% 3.5 Code daumsGonly MAP
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domnsaadany IMAP 18ud194¥1101584 List Mail Tua1999 Mail Unread 30

WEAHAATY Code A9 3.6

out.println("<h2>List UnRead Messages</h2>" + " Count : “ + unread);
for (int i = @; i < messages.length; ++i) {
Message msg = messages[i];

String from = "unknown";
if {msg.getReplyTo(}.length »= 1) {
from = msg.getReplyTo()[@].toString();
} else if (msg.getFrom().length »= 1) {
from = msg.getFrom{)[8].toString();
i

out,println("");
out.println{"<br><1i>" + " <a href=Content?" + i + " »"
+ "Subject " + msg.getSubject{) + "</a> - " + from);

}
cut.println("</div></div></body></head>"};

319 3.6 Code AULANA List Mail

. DETECTION

List UnRead Messages

Count : 8

v Subject : , try 3 avast security solutions for FREF - avast Antivirus A

+ Subject : aou§in Thirawat Magate, Ave Chalakul uay Mamboo Cpe wia'li - noreply A

» Subject : amidnviuiaga. ausdu wialyd - noreply

s Subject @ @ onsuang Chucnchom ua Pongchamnan wiali - noreply A

» 5 » nquidn Direk Hemin & t Porawit Mahachai wialy - noreply

» Subject : amidn @i uan, Gigl Wathanya uas hunpanya wiali - noreply A
F-

3171 3.7 uwaanii nbox
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3.2.1.3 TmvoenTsnaauifenivasdiua
A q 4 o A9 ¥ 9 L 9
diovhmudendmafideansezanaaen1duds ssdrgnihuaaina Tnoey

2 Y oo
HERAONT LAY HAMINTIIADYVDIDIIAUNAIUTN 3.8

DETECTION

Messages

The 2nd Annual IBM 1) Watson HCI Sympostum Novernber 18, 2005
As We May Work: Advancing Social Technologles For tha Distributed
Enterprise

Call for Abstracts (Graduate Students Only)

The structure of organizations Is being rapidly transformed: ’
Tncreases [n Good Mall
mokblle workers, glebally distributed teams, and federated

anterprises are

changing the envlionment In which we work. These and other faciols

disrupt

workers' established means of knowing within the enterprise and

create new

challenges and opportunities for them. Saclal technotogies offer

means [or

evolving mare sultable work practices that lexibly draw on

distributed

- A &
71/7 3.8 usagmiuilonm

out.println(“<h2>Messages</h2>");
out.println("<div class=sidebarl»");

int numM = Integer.parsaInt(Url};
Message msg = messages[numM];

Object content = msg.getContent();
if (content instanceof String) {
String body = (5tring) content;
/fout.println(“content + ¥ + body);
} else if (content instanceof Multipart) {
Multipart multiPart = (Multipart) content;
int numberOfParts = multiPart.getCount();
for (int partCount = @; partCount < numberOfParts; partCount+i) {
BodyPart part = multiPart.getBodyPart(partCount);

/fout.println("content : " + part.getContent().toString());
st = (String) part.getContent();

= ! o &
gﬂﬂ 3.9 Code SIUUBNUTAAIUHUULOH
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1 a}i lg o r o
Eluﬁmmmsxwmmﬂwauuu ’i]‘?.’-glﬁ}ﬂﬁﬂ'i’)‘i]ﬁi)ﬂﬁ]'lﬂlﬂﬂﬂ'l"{lﬂd%luﬁ HWIHIHIUNTARNTD

H ¥
w1y Talsunsu Bayesian filter tlszgndoinmsasivaenmnly fail

SpamFilter,java AIUMSAANTDI

public void trainSpam{String file) throws IOException {
A27ZFileReader fr = new A2ZFileReader({file);

// Read the content and break up into words

String content = fr.getContent();

String[] tokens = content.split(splitregex);

int spamTotal = @;// tokenizer.countTokens(); // How many words total

// For every word token
for (int 1 = @; 1 < tokens.length; i++) {
String word = tokens[i].toLowerCase();
Matcher m = wordregex.matcher(word};
if (m.matches()) {
spamTotal++;
// If it exists in the HashMap already
// Increment the count
if (words.containsKey(word)) {
Word w = (Word) words.get(word);
w.countBad(};
// Otherwise it's a new word so add it
} else {
Word w = new Word(word);
w.countBad();
words. put(word, w);

}

// Go through all the words and divide
// by total words
Iterator iterator = words.values{).iterator(};
while (iterator.hasNext(}) {
Word word = (Word) iterator.next();
word.calcBadProb(spamTotal);
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public void trainGood(String file) throws IOException {
A2ZFileReader fr = new A2ZFileReader(file);

// Read the content and break up into words

String content = fr.getContent();

String[] tokens = content.split(splitregex);

int goodTotal = @;// tokenizer.countTokens{); // How many words total

// For every word token
for {(int 1 = @; i < tokens.length; i++) {
String word = tokens[i].toLowerCase();
Matcher m = wordregex,matcher(word);
if (m.matches(}) {
goodTotal++;
// If it exists in the HashMap already
// Increment the count
if (words.containsKey(word)) {
Word w = (Word) words.get(word);
w.countGood();
// Otherwise it's a new word so add it
} else {
Word w = new Word{word);
w, countGood();
words . put{word, w);

= 1 1 1 { i [}

Fhudrvasmsiln Tsunsuldomearan lddasmmsamenanineifuas sanuieldfun
a o 1 A Yo % [ o E ) o N o
AnneindBwailldsuunndfeatusanmefnie i mimhuneyh ) insedmugesves

Bayesian A4 Code sio 113l

public beoolean analyze(String stuff) {

// Create an arraylist of 15 most "interesting"” words
// MWords are most interesting based on how different their Spam
// probability is from 0.5

Arraylist interesting = new Arraylist();

// For every word in the String to be analyzed
String[] tokens = stuff.split(splitregex);

for (int i = @; 1 < tokens.length; i++) {
String s = tokens[i].toLowerCase();
Matcher m = wordregex.matcher(s);
if (m.matches()) {
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Word w;

// If the String is in our HashMap get the word out
if (words.containsKey(s)) {

w = (Word) words.get(s);

[/ 8.4;

} else {

w = new Word(s);

w.setPSpam(e.4T);
}

// We will limit ourselves to the 15 most interesting word

int limit = 15;

// If this list is empty, then add this word in!

if (interesting.isEmpty({)) {
interesting.add(w);

} else {
for (int j = 0; j < interesting.size(); j++) {
// For every word in the list already
Word nw = (Word) interesting.get(j);
// If it's the same word, don't bother
if (w.getWord().equals(nw.getWord())) {
break;

} else if (w.interesting() > nw.interesting()) {
interesting.add(j, w};
break;

} else if (j == interesting.size() - 1) {
interesting.add(w);
}

}

// If the list is bigger than the limit, delete entries

// at the end (the more "interesting” ones are at the

// start of the 1list

while (interesting.size() > limit)
interesting.remove(interesting.size() - 1);

}

// Apply Bayes' rule (via Graham)
float pposproduct = 1.ef;
float pnegproduct = 1.0f;
// For every word, multiply Spam probabilities ("Pspam”) together
// (As well as 1 - Pspam)
for (int i = 0; 1 < interesting.size(); i++) {
Word w = (Word) interesting.get(i);
// System.out.println{w.getWord() + " " + w.getPSpam());
pposproduct *= w.getPSpam();
pnegproduct *= (1.8f - w.getPSpam());
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// Apply formula
pspam = pposproduct / (pposproduct + pnegproduct);
// System.out.println("\nSpam rating: " + pspam);

// If the computed value is great than 0.9 we have a Spam!!
if (pspam > 8.9f)

return true;
else

return false;
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public class clink {

public ArraylList<String> pulllinks(String text) {
ArraylList<String> links = new ArraylList<String>();

String regex = "\\{?\\b(https://|http://|waw(.])[-A-Za-z@-
9+B@H/B=~_() | 1, . 15[ -A-Za-z0-9+8@#/ %=~ ()]]";

Pattern p = Pattern.compile{regex});

Matcher m = p.matcher(text);

while (m.find(}) {
String urlStr = m,group();
if (urlstr.startsWith(“(") && urlStr.endsWith({")")) {

urlstr = urlStr.substring(1, urlStr.length({) - 1);

}

links.add(urlstr);
}

return links;

}

public int glinks(String sInput) throws FileNotFoundException {
int glink = 9;
clLink ¢l = new cLink();
Arraylist<String> msg = cl.pullLinks(sInput);
if (msg.size() == @) {
gLink = -1;
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} else {

File file = new
File("C:\\Users\\GEN\\workspace\\Detection\\WebContent\\WEB-INF\\File\\glLink.txt");
Scanner scanner = new Scanner(file);
while (scanner.hasNextLine()) {
String lineFromFile = scanner.nextLine();
for (int 1 = @; 1 < msg.size(); i++) {
String con = msg.get(i).toString();

if (lineFromFile.contains(con)) {
// a match!
glink++;

);
}
scanner.close();
}

return glLink;

}

public int bLinks(String sInput) throws FileNotFoundException {
int bLink = 9;
cLink cl = new cLink({};
ArraylList<String> msg = c¢l.pulllinks(sInput);
if (msg.size() == 0) {
bLink = -1;

} else {
File file = new File(
"Ci\\Users\\GEN\\workspace\\Detection\\WebContent\\WEB-INF\\File\\bLink.txt");

Scanner scanner = new Scanner(file);
while (scanner, hasNextLine()) {
String lineFromFile = scanner.nextLine();
for (int i = @; 1 < msg.size(); i++) {
String con = msg.get(i).toString();

if (lineFromFile.contains(con)) {
// a match!
bLink++;

}
}
scanner.close();

}

return bLink;
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SpamFilter filter = new Spamfilter();
filter.trainSpam("C:\\Users\\GEM\\workspace\\Detection\\WebCantent\\WEB-INF\\File\\bad. txt");

filter.trainGood("C:\\Users\\GEN\\workspace\\Detection\\lehContent\\WEB-INF\\File\\good. txt");
filter.finalizeTraining();

// Ask the filter to analyze it
boolean spoof = filter.analyze(st);
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int cale = @;

cLink €l = new clink{);
if (cl.blinks(st) > @) {|

1 calc = 1e@;
¥ else if (cl.glinks(st) > @ 8& cl.blinks(st) == @) {
if(spoof){
calc = 5@;
Jelse{
calc = 8;
}
} else if(cl.glinks(st)==-1 8& cl.blinks(st) == -1){
if{spoof){
calc = 1ee;
telse{
calc = 8;

}
yelse if(cl.glinks(st)==@ && cl.bLinks(st) == @){

if{spoof){

cale = 1e@;
}else{

calc = 58;
}
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Login to Gmail account
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Pass : -
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Login to Gmail account

User : venicetk@gmail.com

Pass: essveead)

5UM 4.2 ¥1n13n50N usename LA password

U

4= «®  http://localhost:8080/apptestl/ListMail
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" DETECTION

List UnRead Messages

Count : 8

« Subject : ast security solutlon - avast Antivirus A

« Subject : amfdn Thirawat Magate, Aye Chalakul uway Mamboo Cpe uialyl - noreply A

« Subject : anfinyininie. euaiu wialal - noreply

« Subject : aaddn Tam Pronsuang Chucnchom way Pltchaya Pongchamnan wialy - noreply A

« Subject : amid min, duna A9ild way Porawi achai wiall - noreply

» Subject : aaidn fusa wmuvoen, Gigi Wathanya way Naruedon Khunpanya walal - noreply A
&

9

gl 4.4 GondudhdTilsunsumith Inbox
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DETECTION
Messages

Dear PayPal customer,

We recently reviewed your account, and we suspect an unautherized transactlon on your account.

Profacking your account Is our primary concern. As a preventive measyre we have tamporary limited
your access to sensltive information. Spoof Malll

Paypal features.To ensure that your account is not compromised, simply hit "Resolution Center” to confirm your
identity as member of Paypal.

* Logln to your Paypal with your Paypal username and password,

Confirm your Identity as a card memeber of Paypal.
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DETECTION

Messages

STAR MACHINE CO., LTD.

119/9 Sukhumvit Road, Prakancng
Wattana, Bangkok 10110

Tel. 0 2381 4647-9 Fax. 0 2381 4650
www,orchidresident.com

10 December 2005 Waming Mafll
Thai City Electric Co., Ltd.
1643 New Prechburd Road
Makkasan, Rajathewee
Bangkok 10400

Dear Sir,
We are writing In connection with the advertisement for your alr conditioners and alr purtfiers in the Bangkok Post

of 9 December 2005. We are the leading manrfacturer of machines for the flexible packing industry. We are
planning to install alr cendltioners and alr purifters for our new plant situated in Rayong province.
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DETECTION

Messages

The 2nd Annual I8M T] Wakson HCI Symposium Nevember 18, 2005
As We May Work: Advancing Soclal Technologles for the Distributed
Enterprise

Call for Abstracts (Graduate Students Only)

The structure of organizations is belng rapldly transformed:
Tncreases in Good Mall
moblle woikers, globally distributed teams, and federated

entemprises are

changing the environment In which we work. These and other factors

disrupt

workers' established means of knowing within the enterprise and

create new

challenges and opportunities for them. Social technologles offer

means for

evolving more suitable work practices that flexibly draw on

distributed

»
=

4 ' W o o )
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