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Abstract

The communication is important. The security of information and protocol are more
important but analysis and check the security of protocol be difficult. It must use specialist and
error-prone if not to do it systematically. This project focuses on study and develops of check the
security of protocol with example is MP-Auth pretocol. The organizer present ways to check the
security with Coloured Petri nets (CPN) is tools for creating and modeling of protocol system and
use CPN Taols calculate all possible ways of that modeling and search for insecurity state of
protocol. The organizer modeling all three models is 1. Normal system model 2, Model has an
attacker 3. Model has an attacker and oracle. The results of MP-Auth system is secure on model 1
and medel 2 but insecure in model 3 then concludes that the security of MP-Auth depend on the
sccret of secret code random. Other than the organizer had programming brute force program to
guess secret code random for experiment find relationship between length of secret code and time
to decrypt bring out to suggestion, how much length of secret code at least should have for
secure? As a result the method is presented by organizer is systematically method can follow and

apply with any protocol.
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vvar k:K;
wvari,il,i2:D;
wvar rrir2:R;
Yvar re el ra2 rea3:RE;
wvar mRR;
wvar frfri,fr2:FR;
¥var pa,palpa2:P;
Yvarmi:M1;
¥var msl:M51;
Yvar m2:mM2;
wvar cm2:CM2;
vvar oriCR;
¥var ms3:M53;
¥var ms4:M54;
Yvar m4:M4;
¥var meS:MS5;
wvar db:D8;
vfun DacryptionKay(k:X):K = case k of Kbs=> Kbs
| Kms =» Kms | PubS =» Pri5 | PriS =» PubS;
¥fun Equal(r:R):FR = case r of Rs =>» FRs
| Rm =» FRm;
wfun Equal2{rr:RR):FR = case It of RR => FRR;
¥fun GanKey(fr:FR):K = casa fr of FRR => Kms;

¥MP-Auth dedarations

¥ colset 10 = with IDu | 1Ds;

wcolset R = with Rs | Rm;

¥ colset FR = with FRs | FRm | FRR;

roolsat P = with p;

¥ colsat K = with Kme | Kbs | PubS| PriS;

veolsat RE = with Success | Fail;
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¥ colset RR = product R*R;
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¥colsat CM2 = product M2*K;
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¥ colset M4 = produc: FR¥K;
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veolsat M52 = M1;
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¥ colsat M56 = M4;

vcolsat E = with g;
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Code WWsunsuilszgnd
genpublic,java
duTalsunsufi14a31a Public Key 1as Private Key t1d217ufin Public Key a4 Text 1Ha

import java.security. KeyPairGenerator;

import java.security.KeyPair;

import java.security.Key,;

import java.security. PublicKey;

import java.security.PrivalcKey;

import javax.crypto.Cipher;

import sun.misc. BASE64Encoder;

import java.io.*;

import java.ulil.*;

public class genpublic{

public static void main (String[] args) throws Exception {
KeyPairGenerator kpg = KeyPairGenerator.getInstance("RSA");
kpg.initialize(1024);
KeyPair kp = kpg.genKeyPair();
Key publicKey = kp.getPublic();
byiel] publicKeyTest = publicKcy.getEncoded(};
Key privateKey = kp.getPrivate();
String publicString = new BASE64Encoder().encode(publicKey. getEncoded());
System.out.println(publicString);
FileOutputStream out = new FileOutputStream("publicKey.txt");
byte[] pubkB = publicKey.getEncoded();
System.out.printin{pubkB)

out.write(pubkB);
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out.close();

System.out.printin(*");

Key.java
dluTlsunsufiawa Public Key 990 W8 Text udaaudadnusudndnsWad e Public

& w Soar oo B o &
Key Minviuiiufinaddnysdnsiadiu Public Key a4 Text Tadn THduila

import java.security. KeyPairGenerator,
import java.security. KeyPair;

imporl java.security Key;

import java.security.PublicKey;

import java.security.PrivateKey;
import javax.crypto.Cipher;

import sun.misc.BASE64Encoder;
import java.security KeyFactory;
import java.security.spec. X509EncodedKeySpec;
import java.io.¥;

import java.util. *;

import java.util. Random;

public class key {
public static void main (String[] args) throws Exception {
File file = new File("publicKey.txt");
FileInputStream fin = null;
/f create FileInputStream object
fin = new FileInputStream(file);

byte fiteContent[] = new byte[(int)file.length());
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// Reads up to certain bytes of data from this input stream into an array of

bytes.

fin.read(fileContent);

Hcreale string from byte array
//String s = new BASE64Encoder().encode(fileContent);

fin.close();

ffchar[] canUse =
{A,B,CDLEFYG HLTT K L MNG O PYQ RS, T U VWX Y 2, ',
el 0, g T K ', 0 g TS e 2 0L 123 4516 89
LV (U TSI IV T TR A SIS SRt U B B I ER U SR 3

char{} canUse =
{AB,CDLEFYGLH T T K LM NLOPLQ RS, T UL VW XY, 2,012,
3040506078 LY @ S &) -
KN W AR F

String xform = "RSA/ECB/NoPadding”;

int value = 2;

StringBuffer rd = new StringBuffer();

Random r = new Random();

for(int j = 0; j < value; j++){ // character
int n = r.nextInt(64); // random 0 - 90
//System.out.print{canUse[n]);
rd.append(canUse[n]);

}

String a = rd.toString();

System.out.println(a);

byte[] dataBytes = a.getBytes();
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PublicKey pubK = KeyFactory.getInstance("RSA").generatePublic(new

X509EncodedKeySpec(fileContent));

out.close();

/iString publicString = new BASE64Encoder().encode(pubK.getEncoded());
Cipher cipher = Cipher.getInstance(xform);

cipher.init(Cipher, ENCRYPT MODE, pubK);

byte[] ecrypled = cipher.doFinai(dataBytes);

String output = new BASE64Encoder().encode(ccrypted);

BufferedWriter out = new BufferedWriter(new FileWriter("Encode.txt")};

BufiferedWriter out] = new BufferedWriter(new FileWriter("a.txt"));

out.write{output);

outl.write(a);

outl.close();

}
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Key4.java
¥ ¥
Talsunsuiivze 1 Public Key Uag Cipher text (18AN31915WaA 20 Public Key) 910 Text
Tidnia 2 TWa 182113 Brute Foree 14157 afi 280157 Brute Force A6 Public Key ag

~ a i A P o o ] d
uﬁUUIﬂU‘UﬂU Cipher text ﬂﬂ1uu1ﬂ1ﬂ1ﬂﬁ Text ¥ INATINUNITUAANINTY Brute Force ﬁ‘ll‘)“ﬂ

import java.security.KeyPairGenerator;
import java security KeyPair;

import java.security.Key;

import java.sccurily,PublicKey;

imporl java.security.PrivateKey;
import javax.crypto.Cipher;

import sun.misc.BASE64Encoder;
import sun.misc.BASE64Dccoder;
import java.security.KeyFactory;
import java.security.spec. X509EncodedKeySpec;
import java.io.*;

import java.ulil.*;

public class key4{

String a;

char[] canUse =
fABCDVEFGH T K LM N 0P QLR S T U VWX Y 2 e
d'e''F, g hin g, K me e ol 'pt g, s w2 00,120,130, 14115161, T B9
A O B B R A it A A WA AN AR SR A 4

static int minlen = 1; // 2

static int maxlen = 2;

final double startTime = System.currentTimeMillis(};

public static void main {String{] args} throws Exception {



bytes.
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key4d b= new key4();

public key4() throws Exception{

intk=0;
while (k < canUse.length) {
nextString(new Character{canUse[k]).toString());

k+t:

public void nextString(String s} throws Exception{

inti=0;

File file = new File("publicKey.txt™);
FileInputStream fin = null;

String xform = "RSA/ECB/NoPadding";

H create FileInpuiStream object

fin = new FilelnputStream(file);

byte fileContent]] = new byte[(int)file.length()];

// Reads up to certain bytes of data from this input stream into an array of

fin.read{fileContent};

ffcreate string from byte array

fin.close();

PublicKey pubK = KeyFactory.getInstance("RSA").generatePublic(new

X509EncodedKeySpec(fileContent));

String publicString = new BASE64Encoder().encode(pubK.gelEncoded());

Cipher cipher = Cipher.getInstance(xform);
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while (i< canUse.length) {

a = s + new Character{canUse[i]).toString(};

byte[] dataBytes] = a.getBytes();

if (new String(s + new Character{canUse][i]).toString()).length() <=
maxten-1) {

nextString(s + new Character(canUseli]).toString());

}

cipher.init(Cipher. ENCRYPT_MODE, pubK);

byte[] ecryptedi = cipher.doFinal(dataBytesl);

String cutputl = new BASE64Encoder().encode{ecryptedl);

File filel = new File("Encode.txt");

String output2 = new Scanner(file1).useDelimiter("™\Z").next();

if (output2.compareTo(output1) = 0) {

System.out.printIn("Success : " + a);

final double endTime = Syslem.currentTimeMillis();

System.out.printIn("Total execution time: " + (endTime -
startTime) + " MilliSecond");

System.out.println("Total execution time: " + ((endTime -
start Time)/1000) + " Second");

System.out.printin("Total execution time: " + (((endTime -
start Time)/1000)/60) + * Minute");

System.out.printIn("Total execution time: " + (({((end Time
- startTime)/ 1000)/60)/60) + "' Hour");

System.out.printIn("Total exccution time: " + ((((end Time

- startTime)/1000)/60)/60)/24) + " Day"),



BufferedWriter out = new BufferedWriter(new
FileWriter("String.txt"}));
oul.write(a);
out.close(};
System.exit(0);
} else {

System,out.printIn("Error : " + a);

i+
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