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Abstract

This research proposes authentication specifications and a framework for the
fingerprint authentication in the circumstance that the presentation of the user’s biometric
information is not supervised. The specifications of the security properties are to certify that
the liveness of the user’s fingerprint information is confirmed and that the intention of the
user’s authentication is not manipulative or illegal. The framework for compliance with the
specification of the fingerprint authentication protocol is proposed. Liveness detection by

the fingerprint reader is considered to be essential in these situations. Cryptography and the

fresh random number, nonce, are included in the framework. Analysis of the authentication
framework shows that the proposed security properties are confirmed, the user’s biometric

data is secured and the user’s intention of authentication is preserved.
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let user =
new FP
new requesl

oul{Ch,(FP request))

lel fingerprintReader =
in{privChFR,skFR)
in{Ch,m%)

new LD

new 1D

new TPM

new ni

cut(Ch.enc{(sign{{LD),skFR),

sign{{FP),skTPM),ID.n1,TPM requesl), pkMS}}

let matchingServer =
In{privChMS, skMS)
in(Ch,m2)
fel{m3,md,|Dx,nx1,=TPM.request)=dec{m?2,skMS} in
aut{Ch.enc{{sign(resull,skMS),1Dx request,n2),
pkService))

let service =

_ in{privCh§,skService)

in{Ch,m5)
let(resultReceived, 1D requeslnx?) =

dec(m5,skService} in

process

new skFR

new skMS

new skService

let pkFR = pk{skFR) in

let pkMS = pk{skMS) in

lel pkService = pk(skService) in
oul(Ch,pkFR)

oul{Ch,pkMS)
out{Ch.pkService)

I(user) || YfingerpriniReader) || ((service)

|| {malchingServer)

Awi 4 Tuiea ProVerif
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