<
9

B

T
3 W D

3 19 M readiuduiedwimduuus suinl§iiams an

o

Using firewall via web application on Linux operating system

IUNT WU UUNSIEAY YA 48364821

UNAMWART  UNUSY S 48364845

b = o’&vd ‘ T £ o a
Viganimustduduniaveamsinumangaslsey

B i w Q.#? Tl ).ﬁﬁ\/

YIIFINTTUMTATU NN

= = o Lt = ~ U’
N IrImNssuneNianes  Madrimnssylifuazaeuiiunes

ANIZIAMINTSUAERS UM IINIBEUITAIT

Fmsdnm 2551



~ Tviusedasenu

a9

#velnTanu

deniiulaseau

J 1
1138730
=
e ULELR
=y
AT

Umsdinn

4

m3 eI Seadinuiusewiinduuus syl §icmsfynd
HIOWIWUN  HUNSIEU 5H e 48364821

UNTTINANT FUNUSU 59er 48364845

BN YNIR - FoUAN

s sunuRuneT

Fensau lwfhwazneuiunes

2551

= = s sy PO g ] ]
AngIrnIsumaes i inedowses oylald assauniuiidudiumiives
msfnEIMUAangas Innssumaasiada maniedmnssuneniunes

AMLNTIUNSTOD IRTINNIFNTTU

............................................................ 1sgsunssums——

............................................................ N3NNI

W w o o ar
(A3.0ATHUT 2FNaUN)

........ 13715‘1”:‘“:’“”‘/ﬂ5mmi

Fa
(BIRTHET AIMITIY)



LY 3 . 1 o3 o ow o wa = o
wadelnsanu m3l#au Firewall diruduuellwavduuusesuulfidnsayns
gaudisdasany  wwnswuy dunsiauy 5WA 48364821

UNTTINGAT FUAUTU THE 48364845

owETInm  wemanad doun
MU 3N IUABURIADS
 awdn dmsodfweseenfwes
Unsdnmn 2551
Unfnee

- Y o & 4 : — a Pl ar . i ..-d
Tnsanuiiwensudielfssuuliansaynaiianniu Firewall o ldiily
wasnstleafuazinuianulasafvnioluszunmiade aunsaliouldie aeain uas
A a8 a o A A w0 3 3 <
filszansamamsviauiiadu mesesfudeanudesnsldauneluaniamailigiu Tey
dv o 1 ) t LI a’ = LY : o
Tnseaufiiniswanned 2 dau Ae daudasedld 1aTnsWannduielwiimduielHiily
daudindosen 1§y Firewall ol g ldannsolSunoungmaiauyes Firewall 18

y 1 3 a - . 3l a Pt
DUISHEAINUALINIYANGAIUADINT- DN TIUNINABDTIUY Bﬁ—Elrewall_llﬂNﬂ].ﬁ.ﬂf&mﬂ.ﬂ u__

mmmmin"lumiﬁmﬁumsLﬂi’hﬁaﬁu"lmﬁﬁ’aummﬁaﬂ URL uazmmmﬂ%’mﬂﬁuu URL

oAy o [T T L] o ~ a
'ﬂﬂ’i’)\?ﬂ'ﬁﬂﬂ'ﬂﬂulﬂ 8814018ﬂ1ﬂﬂ1ﬂ'ﬂ131’3ﬂ“8ﬂﬂ AT




Project Title

Using firewall via web application on Linux operating system

Name Mr. Pompanom' Nanthasen 1D 48364821
Miss. Phalifa Sampaongoen ID 48364845
Project Advisor Mor. Panupong Sornkhom
Major Computer Engineering
_ ____ Department Electrical and Computer Engineering

Academic year

ABSTRACT

This project developed for creating the firewall of the Linux operating system, to manage

the protection and security of the network, simple, conveniently and better efftcient function that

supported the need of work. We separated project into 2 parts are interface and firewall. Interface,

development of the web application to connect between user and firewall that can be adapted with

work conveniently and casily. Firewall, developed to protection of approaching to the improve

website-with-block-URI=and-can-be-changed-URL-so-easily-by-web-application.
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.1 M5AnAIIzUUHIIANS Linux

a1 delduiudmiuiness unﬂgumma Linux 1@ Restart 95Msuanina - A9

sin a1 Tidonmmnieetdlunsdad Taaluiitiesdennindangu udanaiy Enter 1y

ufluiust
Dansk Khmer
Deutsch k=0
Dzongkha Kurdi
EANTULES Lietuviskal

Latvlski

Esperanto MaKeaoHCKW
Espafiol Malayalam
Eestl Norsk bokmal
Euskaraz ; Nepall
Suomi- —Nederiands
Francais Norsk nynotsk

1 H 4
51 .1 weaemsdennildlumsdans szuual§ans Linux

n.L2 wdamnmadenmuudl wiinsuaesmadegli - 0.2 199 n19iden Install

U { o od
Ubuntu 182003y Enter Auflufinm

3 % wbuaty

Try Uhuntu without any chapglq your computer

Boot from first hard disk

iPress F4 to select alternative start-up and-Installation modes..

I
|
Test memory l
|
i

F1 Help F2 Language F3 Keymap F4 Hodes FS Accessibility Fe Other Options)

gﬂ"n n.2 uﬁﬂq*ﬂmmaﬁmsmﬂnqmmﬂmﬂﬂsuﬂm
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& & o w 9 o owa A o ar
n.1.3 Lﬁ'ﬂﬂﬂ']‘]el'I‘Hﬁﬂﬁ'l“r‘lﬁ‘ﬂﬂ'lial‘ﬂ\ﬂu‘izllﬂﬂaﬁﬁﬂ'l’s' Iﬂﬂlﬁﬁ]ﬂlﬂﬂﬂ'}‘]ﬂﬂﬁﬂﬂ“ﬂ

o ¢ o d W 1d
Ma99INUY AANTA Forward A3 n.3

A

LA s
: | Welcome
iBosanski .
Ready to install? Once you answer a few questiens, the
Catald i| | contents of the live CD can be installed on this computer so
0 _ |.{edtina 5 you can run the system at full speed and without the CD.
Dansk | | Answering the questions should only take a few minutes.
Dautsch
please-choosethelanguageusadforthe installation process.

%\M'ﬂ .| This tanguage will be the default language for the final system.
Enghsir

: No |ocalization

iEsperanto
‘Espafal
" Eesti 1" If you have Internet access;read the release - ~— = - o
Euskarsz notes for information on problems that may affect
you.
(Suomi . |
: . / Relopse Notes
_Frangais =
Step 1of 7 4 _ [ ogancel | L=p Forward

51l 03 uaamihmesdmiumsidenn el dauszunl fiaams

¥ 4 ar ] o 1
a.14 denmadiuiFinuigsossnmana laomndulszme lnosziionii

¥ 1 ]
Bangkok NANUAGNTN Forward ﬁ&gﬂﬂ n.4

Hepiinae g i gl o [

Where are you?

select a city in your country and time zone. If the indicated current time is incorrect even

after selecting the cerrect time zone, you can adjust it after rebooting into the installed

system,

selocted city; I Bangkail 4| selected region; Thailand
Time zone: ICT (GMT+7:00} Current time: 06:28:37 AM
Step2of 7 l €D cantel } l {aBack J &> Forward

1 4 [
Ui n4 uramdhmsdmiudonwaiufiie lmuziusismang
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4 9 ar arsy o v [ 3 {
a.1.5 amflddmua3saluifesiduanidingy fFuluvaliidenniuiiaos

r e ¥ ]
e ldamsnldamldazainiu Sudenmuilng (Thailand) 99nduAdn Forward dagilsi n.s

AR

out

Srdaniiing

B

ni Gl
Kevboard lay
which layout is ntost similar to your keyboard?

. -;?Swedaani,, - IIThﬁ.l].@O I
switzerland - | iThailand - Pattachote
Thailand - TIS-820,2538

&7

Syria
[Tajikistan

Turkey .
USA
Ukraine

United Kingdom

H!]J

You can type into this box Lo tast your new keyboard layout.

Step 3of 7 I_O_Qan:e\Tl [ & Back I twp Eorward

{ 1 o [ { o o o d
i 0.5 uaamihisdmiudennniassdmivuiiuiug

¥ 1 14 ' 4
n.1.6 [@onAfiuf Hard disk Fru5udadaszunil§iams ieanudwuazaaduasuly

¥ [}
M3AAAINITIABNLII Use entire disk 4AINAN Forward #9114 1.6

Prepare disk space

How do youwant to padtition the disk?

¢ Guided - rasize SCSIL (0,0,0), partition #1 (sda) and use freed space

®|gulded - use entira disk)
® SCSI1{0,0,0) (sda) - 13.3 GB ATA VBOX HARDDISK

) Manual

N

Step 4 of 7 I ogancel ] ﬁﬂ Back j [ e EorwardJ

A ¥ 1
51 n.6 uraanthaadmiviaenAun Hard disk
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o @ A

n.1.7 Audidayadien muanuminzay el n.7 Taededifnhgafo Password

fi = 3 o o rg 1 3 =
Sarun ldud1niude 114 uazaseduiagosres 91niuaan Forward

N

e e D

Who ate you?

whal is your name?

[pempanem i ) |

what name do you want to use to log in?

_lsoda I

if more than one person will use this cemputer, you can sel up multiple accounts after installation.

Choose a password to keep your account safe.

I P— " ] I

Enter the same password twice, so thal t can bo checked for typing errors.

“What is the name of this computer? . i - |
{Desktop] 1

" This name will be used if you make the computer visible to others on a nétwork.

étep 5of 7 L oganﬂ I G Back ] eip Forward

g0 0.7 uereandidianeimus Usermame 1A Password

n.1.8 Tudunsuilzuaasdoyadisy fldmmua 3 e lvifadldns2vasuqld
8 1
udlednass vianidedanareaisonduliudlulasadn® Back  uavinuilan i

] 1 - ¥ [l
Jeranma 1dnand Install iNeAnAs A3 0.8

el e

T i s MR g
Ready to Install

S B

Your new operating system will now be installed with the following settings:

]

_lfyou continue, the changes listed below will be written to the disks.
Otherwise, you will be able to make further changes manually.

WARNIMG: This will destroy all data on any partitions you have removed as
well as on the partitions that are going to be formatted, X

| Tha partition tables of the follawing devicas ara changed:

SCSI1 (0,0,0) (sda)

The following partitions are geing ta be formatted:
partition #1 of SCSI1 {0,0,0) {sda) as ext3
partition #5 of SCSI1 (0,0,0) {sda) as swap

N ;\dvanced....

Step 7 of 7 [ cancel j l @ Back I G mstatl

= g A 9 ] a &
3'1]‘" .8 Llfﬁ’Nﬂ‘l«nﬂTQLW'E)ﬂﬁgﬂﬁﬂueﬂﬂﬂgaﬂﬂuﬂﬂﬂq
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1 ] 3 o
1.1.9 NE991INASA Install OGUAARS zdinmsuaasnnuauni lunsdnda

r = A = 3 o L3 A9 [y P
degii n.9 sazitlensAaduaioauysol wilnimauasmasiagli n.10

installation,

Installation is complete. You need to restart
the computer in order to use the new

3% 0.10 uﬁmﬁmmqmmﬂmm%ﬁnym

f.2. MIRIAINATeNReNazM3 Updateszwud §UAMS Linux

o e r=1 '
1.2.1 HIMTOUHUGINY (Authentication) 1AENTTHUA Username 110 Password

AggUa n.11

-—

Usermame:

Isoda| |

Passviord:

|eccesosel |

. L —
51l n11 ugamdhdndmiutududaunewdr igssul fiansaynd



1

A

n.2.2 lieruMInIveEn

AanNH Terminal ﬁﬁzﬂﬁ .12
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¥ ¥ a4 o a4
1389 ndnT Applications 91011IADNT Accessories A2

| s
v} Games

| ___/i Graphics .

| 3] Character Map

LA\ Dictionary ..

Qu + Internet

||,_|§ Office

@ Add/Remove...

m sound & Video....y.

) Disk Usage Analyzer
Ql Manage Print jobs

l‘h

= Passwords.and.Encwption.Keys

Take Screenshot

B Terminal

[ % Text Editor
[ A Tomboy Notes

ﬂ Tracker Search Tool

31l n.12 naasasdng root veaszuVUFIAMsAYNS

a o & ' i o & A o LY
n.2.3 ANHMIAL “sudo passwd root” uﬁ"snﬂﬂu Enter Iiludiasd Wodmuasieariu

Lﬁ%‘ﬁ)ﬂuymfﬂzﬁi’fammuﬁmwa:h “passwd: password updated successfully” ﬁagﬂﬁ .13

Elle Edlt

}[aw Iermma1 Tabs Help

To run a command as admlnistrator (user “root“]. use "sudo <command>".
See "man sudo root" for details.

soda@Desktopi~% sudo passwd root T

s 3 =Y g  a 1 a’ or [ 3 Q o t
09 root Maa AT u I RuRsHar 1y uazduduivaduennie 1 nmIf muasH AR

Enter new UNIX password:

soda@DesktoE ) l

[sudo] password for soda:

Retype new UNIX password:

51 n.13 waraamid s fnuasHar1ued root
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1 14 ‘
n.2.4 0519189 1Ud V049 root 1D 1M USUAIRIA1Y V09 root Emsnh 1 Taw

= 4 9 1 o = o o 3 Vo o s} 1 =)
mMIfuw “su” udnaily Enter Muflusind nasanuuldfAiu Password uaInaify Enter 90

.3_ . S o g L ! e . o . - T S ..
asamnmsildgusezdounin Hedldl@vemnsoal...” 1y “root@lFaingosl:.”

a1 n.14

~ [passwd: password updated successfully

soda@Desktop:~$
Password:
|ﬁoot@DesEEop;ZEEmexsoBailn T |

51 n.14 uaaantharensdng root

UG

v
ot

1 14 ] [
o de . . o LY 1 s =
1.2.5 WUNAY “vi fete/network/interfaces” Lﬁﬂ‘t’l’lﬂﬁ@‘lﬁﬂ‘lm‘iﬁﬂuﬂﬂ ﬂ»‘lgﬂ‘ﬂ .15

root@esktop: /home/soda# vi /etc/network/interfaces

]
F=}

[l [] ¥ i 3
5UR 0.15 uanamsldmdadiodhg Mddeyaiildlumsasmmsieuse

= a { 4 o i) . o
n.2.6 Midoyadagali n.16 Wesmua 1P Address 19Eluuny Static udaduiin

BYirast@ud htuplsgfl il gfau sy
File - Edit View Tarminal Tabs Help
auto lo

iface lo.inet loopback

auto etho

iface eth® inet static

address 192,168.1.99

netmask 255.255.255.0

network 192.168.1.0

gateway 192.168.1.1

d'. oy e 3 1 A ]
51l n.16 uapanTsANideynNedIRINITYBwsD

o do o o . | o 3
1.2.7 WUAATI “Jetc/init.d/metworking restart” (1D Restart Network 93 U .17

root@Deskto'p:/homefsoda#’ Jetc/init.d/networking restarct .

*ReConTiguring network Interfaces. .
grep: /etc/resolv.conf:[No such file or directory|

[ OK ]

510 117 uanIn3 Restart Network

o do w R A o T o =t ’
n.2.8 WURAIA “vi fete/resolv.cont” INARMUAR Server Name A431%1 n.18

root@besktop: shome/soda# vi fetc/resolv.conf

T
-

[] ] ] 4
s n.18 uaasmsldhdanedhg Wi doyanldumadsn server Name
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=y Y o Y o & = o 1
1.2.9 AURTBANN “nameserver 192.168.1.1” a3 11 W udiuin afivuas

Server Name ﬁﬁgﬂﬁ n.19

nameserver 192.168.1.1

51 019 na@eIn1sMMuanaT Server Name

) - 7n’o @ o . - i ; 3 1 Idr 3
n.2.10 RUWAEFS “Yete/init.d/networking restart” i 1 iima¥oudaInionads

/home/soda# fete/ipit. d/networking restart

ring network interfaces... _ [ 0K ]
A

311 .20 UaAINT5 Restart Network Bna3a

A do_ W ’ ¥ 1 P a o A 1
N.2.11 WYHAE “ifconfig” llﬁ'ﬁﬂﬂl!ll Enter mtﬂu‘wuw WOATITIUAIUDINTT

A 1 21 ¥ d o =
FHOUNDUDITSUUINTOUIY u.ﬁm“lwmumgﬂw .21

root@besktop:/home/soda#

etho tink encap:EtheTTEL  MWaddr 08:00:27:55:56:d¢
inet addr:192.168.1.99 Bcast:192.168.1.255 Mask:255.255.255.0
ineté addr: fe80::a00:27ff:fe55:56dc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Hetric:l

RX packets:4699 errors:1 dropped:0 overruns:o frame: 0

TX packets:131 errors:9 dropped:© overruns:8 carrier:0
collisions:0 txqueuelen:1060

RX bytes:397210 (387.9 KB) TX bytes:16902 (16.5 KB}

Interrupt: 11 Base address:0xcoz0

ethl Link encap:Ethernet tiaddr 98:00:27:¢6:18:61
UP BROADCAST RUNNING MULTICAST HTU: 1500 Metric:l
RX packets:6 errors:0 dropped:0 oueﬁruns:e frame:0
TX packets:89 errors:0 dropped:0 overruns:9 carrier:0
collisions:® txqueuelen:10060
RX bytes:0 (0.0 B) TX bytes:11256 (10.9 KB)
Interrupt;: 10 Base address:Oxc06d

ethl:avahi Link encap:Ethernet Hwaddr 08:00:27:¢6:10:61

inet addr: 169.254,4,198 Bcast:169.254.255,255~ MasK:2557255.0.0 T
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:l
Interrupt:10 Base address:0x<060

lo Link encap:local Loopback
inet addr:127.6.0.1 Mask:255.6.6.0
ineté addr: ::1/128 Scope:Host

D L ANDRASK BURKMTEG MIN- 16428 Matrircre1
1l n.21 uamaswaziBeadoyadien vesmsiFeudessuun oY1

oy fo @ a 2| 3 1 = ~ ¢ o
0.2.12 M3 “apt-get update” #3117 n.22 udanatly Enter Nudlufind 1o

14 1
Update ss111l§iians Tagnszuaumslums Update unaaaldimudagiii n.2a

| root@Desktop: /home/soda# apt-get update |

4 a Q.J A ST
i n.22 wasamsldmiduie Update szuvilfiiaims
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AR @IEE
File Edit View Terminal Tabs uelb
Get:10 http://security.ubuntu.com hardy-security/main Sources [25.5kB)
Get:1l http://security, ubuntu.com hardy-security/restricted Sources [892B)
Get:12 http://security.ubuntu,com hardy-securitysuniverse Packages [71.6kB]
Get:13 hitp://5ecurity ubuntu.com hardy-securlty/universe Sources [10.7kB]
Get:14 http://security.ubuntu.con hardy-security/multiverse Packages [11.5kB]

b lia s -

Get:15 http://security.ubuntu,com hardy-security/multiverse Sources [11658]
Get:16 http://th.archive.ubuntu,com hardy/restricted Packages [6986B]
Get:17 hitp://th.archive.ubuntu.com hardy/main Sources {338kB]

Get:18 http://th.archive.ubuntu.com hardy/restricted Sources [14888]

Get:19 http://th.archive.ubuntu.com hardy/universe Packages (4293kB]

Get:20 http://th.archive.ubuntu.con hardy/universe Sources [1323kB]

__JGet:21 http://th.archive.ubuntu.com hardy/multiverse Packages [179kB]

Get:22 http://th.archive.ubuntu.con hardy/nultiverse Sources [60.9kB]

Get:23 http://th.archive.ubuntu.con hardy-updates/main Packages [426kB]
Get:24 http://th.archive,ubuntu.con hardy-updates/cestricted Packages [8061B)
JGet:25 hitpad/tharchive,ubunty.con-hardy-updates/main Sources [110kB}.. . o
Get:26 http://th.archive.ubuntu.com hardy-updates/restricted Sources [903B)

o8t

Get:28 http://th.archive.ubuntu.con hardy-updates/universe Sources [39.1kB]
Get:29 http://th.archive.ubuntu.com hardy-updates/multiverse Packages (28.4kB]
Get:30 http://th.archive.ubuntu.com hardy-updates/multiverse Sources [52128])
Fetched 8636kB in 49s (173kB/s) .

Reading package lists... Done

root@Desktop: /home/ sodak

Gat:27 http://th.arrhivn_ubun+u_cnm hardy updates/universe Packages [179kB])

51 n.23 warean1s Update szuudliianis

O o1 M
N.3. MSEAINIAI9U1E

' r
LT =1

oy 0 { A 4 1
3.1 furideRegui n.24 iodla lddnFed “sysctl.conf

iroot@Desktop ;/home/soda# vi Jetc/sysctl. conf‘i

517 n.24 neaasdaila il sysctl.conf

na2  dnisud lydeanululald “syscetleont  Tanisavasusiuniivoniy

. AN 4 ,
“net.ipvd.ip_forward=1" 8anRsgUf n.25 teRn1sialdann Packet Forwording

# Functions previously found in netbase
#

# Comment the next two lines to disable Spoof protection (reverse-p
# Turn on Source Address Verification in all interfaces to

# prevent some spoofing attacks

net.ipvd.conf.default.rp filter=1

net.ipv4.conf.all.rp filter=1

# Uncomment the next line to enable TCP/IP SYN cookies
# This disables TCP window Scaling {(http://lkml.org/lkml/2008/2/5/1
#net ., ipvd4.tcp syncookies=1

# Uncomment the next line to epable packet forwarding for IPv4
“ﬁet.ipv4.ipﬁforward=1|

# Uncomment the next line to enable packet forwarding for IPV6
#net.ipv6.ip_forward=1

bl d L L L it Lkt Bh kL AR AT BT S T A AT b A Ak Ak AL Aok sk ok ki iRk G
O o &
g1l n.25 uaaantsud ludeadnnlulue sysctl.cont
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n.3.3 RuAmAsdeg1f n.26 ionsndeunamsialdan Packet Forwarding Mn#a

a1 waashmsdaldouduss

gﬂﬂ n.26 uffﬂwnnm"ﬂﬂ“lmm Packet Forwarding

]
o a5

... 34 _ﬁuﬁ 183 “sysctl -p” U “fetc/init.d/networking restart” | L‘W'Eﬂﬂijmi Restart

N I 1= S
Network PRNguUT .27

root@esktop: fhome/soda# sysctl -p
kernel.printk =4 4 17 e
kernel.maps protect =
fs.inotify.max_user_watches = 524288
v, meap_ min addr = 65536
net.ipv4.conf.defautt.rp filter = 1
net.ipvd,.conf.all.vp_ fllter =1
net.ipvd.ip forward =
root@Desktop:!home/soda# {etc{init.d(networking restart
* Reconfiguring network interfaces... [ 0K ]

root@Desktop: /home/soda#

51lfl 9,27 1eAAINT Restart Network 1d991n11la19911 Packet Forwarding

n.4. M3UAIY91H TUN/TAP Device Driver Support
n.4.1 FURSITS “vi fete/modules” oiTla TWa a1 “Modules” Ldnudonam Tng
-y o 1 1 [=-1 of { A - . -
MIRURAI “wn” fevnedeanudy daguit n.28 ifieitlants 19911 TUN/TAP Device Driver

Support

File Edrt View Iermmal Tabs Help

# /Jetc/modules: kernel modules to load at boot time.

W

¥ This file contains the names of kernel modules that should be load
# at boot time, one per line. Lines beginning with "#" are ignored.

fuse
ip

tun

Ui n.2s naasmsud ludennuIulWa Modules

n.4.2 H1M5 Enable Aauf1ds “modprobe tun” ﬁx‘lgﬂ

root@esktop: /home/soda# modprobe tun
root@Desktop: /home/soda

\ 310 n.29 ueAINS Enable Tunnel
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masAadaldsunsuangg

1.1, MIAAAT OpenSSH Server
Tw5unsu OpenssH l¥anansa Remote i lahinamuu Proxy Server 14 fln

[ F r ¥
r fﬂmmﬁ1m‘sﬁﬂaﬂnuam’mﬁwﬁamaql’lé’ﬂﬂﬁu—Tﬂﬂiuﬁmﬂ%’ﬁfmﬁ’ﬂﬂmﬂm PuTTY

' ¥
LY

= Ear] a P 9} 1 o
.11 A rdedaneildsunsy OpenSSH Server fagalfi 4.1 udnaily Enter

X ' ¥

e o e
L deeldedunstadimaiidinniihmsfiud v ufinatlu Eoter dagih v.2

root@Desktop: /home/soda# apt-get install ssh openssh-server

3 ¥

g‘dﬁ 4.1 LAAIRITIARAY OpenSSH Server

The following NEW packages will be installed:

openssh-blacklist openssh-server 5sh
® upgraded, 3 newly installed, 0 to remove and 67 not upgraded.
Need to get 2379kB of archives.

fter this operation, 4903kB of additional disk space will be used
Do you want to continue [Y/n]? —
etV hito://7thoarchive ubuniu WWMM&L

o

2
51l .2 nEaTTITHO TS M YN ARAY OpenSSH-Server

o o & o 2 a9
w12 nEanInmsaadaTalsunsy OpenSSH Server a3 vamysel nntulivhmsila

SSH Service g 1deAeg1H 2.3

root@besktop:/home/sodak fetc/init.d/ssh restart
» Restarting OpenBSD Secure Shell server sshd [ oK ]

— — st 2.3 uananisitla SSH Service

k1]

1.2 MsANALChilliSpot

: 4 " 1
564093 ChilliSpot {HwaNALIS Open Source Fermihasanmsdmszuuniediy

= ¢ o a 3/ o ) o A ] o 9 P
ﬂukﬂﬂﬁBUQTﬂﬂﬂ$ﬂ1ﬂu1ﬂlﬂu DHCP Server 1130 IP Address Glﬂﬂﬂlﬂﬁ@QQﬂqﬂﬂ HASMHUIN

o ] = =]
S Firewall Tuifungaien veamsldtuneiiia
q’: 1 | = 3 ]
Feuamanuan 4.2 Auduly sefumsdedsIdsunsunie Tasld T1lsunsy PUTTY
1 = 3 4 1 1 ar a c:r 1 :&
mrslumsaaaune 1H AN 15AAADNAIEIANA gansldauTsunsy PuTTY agudad

Bunianuan a.l
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=]

" 1 »
2.2.1 Mmafiuiideaegai «.4 iiedadaltsunsy ChilliSpot

irant@be

i v4 pamamsldmdadada lasunsu ChilliSpot

422 famsRufinInemy IP Address Y89 RADIUS Server LA H00 OK

., Radlus server handles account.mg for r.he hocsput Enter the IP address ‘P address

47, for the first radius server.

;IR add:esg. 6f_ ramus gerver 1

S EEERYEEE a”ealleafreaﬂgalle AehveA”EA*EA"EATEA" R Ca nf igur ing

aF.

”; Thls is the paasuord shared on hokh radlus servers &

4
-
E 3
- a o

“, __RRdl'LlEl shared secret:

- B
5" '”a”€a”€a”€a”€a” =% €a”€é"€é”€a”€a"€a”€a"éa”&a”@a"%a"éa'€

st 416 umasmsfviasHAiUYeS RADIUS Server

2.4 [Eon LAN Card oz Wiiimaidouselildinsasgnaine Tavozdmualiiflu et

LA udon OK Avgiln 4.7

REaTEA” €a”€é”€a”€ﬁ"€a”€e"€é”€a “Ea"ER" £6"CR"EATER"EATEH CA EO B
”,'Chilhspnt. nas ‘an- internal DHCP server which will assn;n IP addl:essea co - &
h”, the clientd. You need to specify the intecface which is cunnected La r.he :E
al:r:eas poxnt.s :

gﬂn 9.7 uﬁmm'smeﬂqwﬁ%ﬂﬁﬁmsﬁauﬁiﬂ‘lﬂfcjm?mgﬂajw
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4.2.5 Amua URL vomthdyuladmield Users Sududaau udaden ok

- i ) izl
,  User aut,hm:ize.v:iun 1.9 hand.led by a UAM secvar, uhich can be a uebservcr

R, You neeu:f to enter the UR'L TOr Thig compunenc s — ——m—————

¥, Normally this is a cgi progcam lee_
b, 'htips://yourserver/hotspotlogin,egl’

5, URL of URM aerver:

k'l

595 .8 naasmsimua URL vasniiiduladiie 19 Users Buduninu

o = 3 o 1
9.2.6 fvua URL vesnindiy leadouiudhgszuy ududon OK

57 (E&" ’€a”€a”€a"€é”€a"€a”€a”€a”€é"ﬁu”Ea”Ea”ﬁa”éé"Ea ‘ER7VEAYEAYEAEAVERA"EAY 5 |
, This :is t.he inil:.ial homeps.ge chat will be displayed 1:0 the hotspnt :
, clients. ;

ES
3

2 s

[ D D D B D @

2 | s

"’”& €a”€é"'€a"€a ea”B4"E4AYERVEA" €é”€é’ €a”€ﬁ”€a“’€a”€ﬂ €a”€é"€a"'€a”€é’ €a”€é

31.'11 4.9 UEAINITAMUA URL 1|mﬂumu"lmmﬂﬂuiumqszuu

427 samuastiaruilesmiussane1asunsy ChilliSpot 1 Webserver (390 OK

4’EA"€4"EA"EEYEAYELVEA¥E& CA"EATEATEATEA" "EG”EAYERVEAEAR” ’€a”€a”€a”€é"’€a
*; In okder to handle . authent.mat.ion Chillisput. and the UAM uebserver
a7 . a passun:d to cum-nunlcate s

i STSAES

bsretrea-eareareareirea s s Ea A €A 4 A €A EA R EA" A EAEA e’

51l .10 uarmamsAmuasiarmilgmdusenialilsuns ChilliSpot iU Webserver

o o 2 vean o ar o o
v.2.8 Hanadlalidde “chillispor Aromdadezald v.11 udnimsudladonn

ol lld Taodvuadl ENABLED = 1 siagalit a.12 udaimsiiudin

g1 011 urmsmslddduiedialvd chillispot



”ﬁﬁ'!etc ElEfﬁ‘.lltf'ﬁi ].71 iS[JCIt T

f

# Enable on systew startc?

# Chenge to 1 if you want it to ke enabled.

AL ALYt Al Fea b s b s

1t .12 uamnsidlndenantu g lehSpot

# Please make sure vou have configured chillispot first.

|
i

43

4.2.9 insidalndde “chillicont” daofdedezUi v.13 udvihmiasneuuas

[ T3 oyae e 3TN 9. 14— .24 17 Tt

# TaG: net 7
# IF netvork address of external packet data netvork i
# Used to allocate dynemic IF addresses and set up routing.
# Norwally vou do not need to uncommenht this tadg.

;met 19z.1 I‘If’24 |

|# TAG: dnsl

# Primary DMN3 =erver.

# Uill be suggested to the client.

# If omitted the syztem default will be used.

# Normally you o not need to uncorment thiz tao.
l#dn-l lq‘.l 5.9.9

Secondary DNS server.
Will he suggested to the client.

If omitted the system defeult will be used,

Normally you do not need to uncornent this ta
fdns2 192.165,9.3)

'ﬂﬁ .16 HEAAINTIMUAAT dns2 (“hflﬂa chilli. conf)
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IP address of radius server 2
If vou have only one radius server vou should zet radiusserverZ to the
zamwe value as radiusserverl,

{# For most inztallations you need to wodify this tag.

‘radiu sgerver: 1°? 0.0.1

gﬂ‘n V.17 UaAIMIMHUAAI RADIUS Server 1 1182 RADIUS Server 2 (‘lu"lwa chilli. COnf)

|
I
TAG: radiusserverz ’

H T H 135 Ef
# RBadiuws shated secret for bhoth servers

# For all inzstallations you should wodify th1= tag.
ecret radi uxe;_

Sot
=£n.
(=
—
=]
=
o
Lo
afl
e
:n
3.
)
=
Dla
-
=
ane
Ef
!
—
c
5]
7]
&
<
o
—
—
=
—
=
Da,
(=]
=.
o
o
=
o 3

it DHCP Parametsrs

# TAG: dhopif
Ethernet interface to listen to.
This iz the netwvork interface vhich is connected to the acces
In a typical configuration this tag should be set to ethi.

g1l «. ) muﬂ“lﬂumsl,%umﬂmﬂsmaﬂsuw('lu”lﬂachnlhconf)

# Univerzal access wmechod [UAl) para

# TAG: wamserver
# URL of veh server hancdling aurhcnrlcarlon.
UAMSEL VEr h /1q2 168.13

# TaG:! umchomepeags
j URL of welcome homepade.

Unauthenticated users will be redirected to thig URL. If not specified
users will he redirected to the uamserver instead. ‘

INormally you du not need to uncomoznt this tag.
HﬁthmeﬁgE https://192.168. 182, 1pm~l . htinl

# TAG: ummzecret
# Shared hetveen chilli and authentication web server
uamsECret- uamsecret - . - - - -

gﬂ“ﬂ 2,22 U9 ﬁwm‘n%ﬁvmwa Tilsunsu Chl]llSpot 11 Web Server (1u'lﬂ'n chilli.con)
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HOTAGE vamlisten
'# IP address to listen to for authentication reguests

B ThG: uanallouwed
separated list of donain hanes, IP addrez2es or netvork segment
ent cah access without first euthenticating.

el (f It is possible to specify this tag multiple tiwes. —
# Hormally you do not heed to uncorment this tag. '
Huamalloved wew.google.co.th,192.168.182.0/

31]1'1 a.24 uaast lednauanalfidnadld e e st ududiay r“lu“hnla chilli.conf)

1.3. m‘iaﬂ&?& Firewall

50319 Firewall 11 il Taodmuangaie 1310144 chilliiptables el
Chillispot ¥uthitfiu Firewall w0951 iazamseUsunasungaien vea Firewall 18
Tasmsiaoudoyalulng chilliiptables

v3.1 RumdsdanonWdfsedn “chilliiptables” _“l%’“lurhuﬁﬁms“l%’muﬁmiuﬁﬁ

HIBIATO9 Server W91 #9317 v.25

Luol:l}De.,}top # p,’u:u=ha1.n:/doc/c,h1ll1'=pur,f" le"FlJ'll'-‘..r vfetcfinit.cl/chilli.ipr :

i'll‘n 9.25 uﬁmmmﬂﬂaan"lwa chilli.iptables

o de Y paae s ar
%.3.2 AN 1T uie 1 chilliiptables @11150 Execute 18 Aagal udna Enter

ﬂJ‘n w26 utfmmfmm;aflﬂ_chmi.iptables_mmm_Execute_‘lﬂ

—— gt el

o do a A o 3 4 :
%.3.3 NUNAITUH 1A Firewall 1ammnasuilomiag Server ialdau udnm Enter

LﬂDtﬂDE..]\.tCJIJ"-',

31]11 .27 uﬁmmmmaiﬂ Firewall mamwnﬂﬁamamim Server ﬁlﬂﬁl‘mm

A do o A Q . ar
¥.3.4 HunmduRointlaldau Firewall Script §933) 18208 Enter

! gﬂﬁ .28 LLﬁﬂammmammiﬁlﬂimm Firewall Scrlpt
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U.4. NTIAAHY Apache Web Server

%.4.1 wuwmmmm‘fq Apache Web Server #9317 v.29 Llﬂ'Jﬂﬂ']J)J Enter ‘nuﬂuwuw

' LWEIL‘J?JF]'IS@'I@WQ H'IﬂiJﬂ']ﬂ']iJ‘Iﬂﬂ'lﬂ']iWiJW Y L!ﬁ’)ﬂﬂ‘ﬂll Enter ﬂ&‘i‘ﬂ‘n .30

|3. nc-i'EDEh ]u- ._.p :

yeédgfo get 1646kE of erchives.

jAfter this operation, 5784kE of additional disk space will be used.
Dcu ¥eu vant _to continue [\’..’11]7{_'){)@

gﬂ‘l“l .30 uﬁmmmaummmmwmﬂm Apache Web Server

o = o o @ { P J
v.4.2 M a lWade “apache2.con® A20M1F 98951 4.31 UAIRIMUAR Server

L]

Name ﬁ\‘lgﬂﬁ .32

3l w31 uﬁmmﬂ%ﬁﬁuﬁmﬂﬂﬂﬁ apache2.conf

#i# Section 1: Global Enviromsent

! The directives in this section affect the overall aperation of Apache,
such &= the nunbher of concurrent requests it can handle ar where it
# ¢an find ivs configuration files,

qﬂ'n .32 UEAINIININUART Server Name. (Glu‘l%la apache2 conf)

u4.3 MimsRuimaaiedlaldau Apache Web Server saufidagasalf v.33

QU

Do

chez 7Eélt
* Srarting veb se
htetpd (pid 5656) already running

iroot@Dbesktop:~f B

#4033 uﬁmmmmm%“hmu Apache Web Server

o = o o A 3 v L | ]
V.44 MINMTAUAMNTUNOATIIADUI Apache Web Server ez lFaiulavse'ls)

o n‘/ e A & J =]
Aofrdadagl Famnansaviie Idsudasmaoenind Port 80 Seratusihy LISTEN



2ctive Internet connections (only

92 .163. 1:32?1“‘:399017
127.0.0.1:631 0.0.0,0:%

o ._. 0 ::.22 tir® R LISTEN |

Eﬂﬁ .34 LLﬂﬂQﬂ']’d\iLWﬂﬂ‘i NABUNITNNTUVOS Apache Web Server

5ﬂﬂﬂWySQL Database Server

5.1 ﬁuﬁﬁlﬁﬁﬁﬂﬁi.MySQL . Database Server ﬁ‘ﬂgﬂ‘ﬁ.ﬁ].?ﬁ uﬁ"m@ﬂ.u Enter. 1.

Y = d A A =y 3 A o Yo =y 4 9 | [ |d‘
COHNITW THOITUTT TIFAPN H IR T8 110 1” VT T WA Y Lhel Jt WI'L'IN Enter A3 UM U.30

Q)

|r00t.Ei.Desl~:tnp:'f—-# apt-get in tﬁll wysgl-server,

g 4.35 uanIRTIARAY MySQL Database Server

Heed to get 35.2HE o
H.frF'l. this operation, 112MEB of additional disk ='pa-e will he u._--cil
.Dc\ ',,n:-u uant €0 cont inue [1"/11]‘:'(:){

Dol & WY Al = ] " LI Ny © LR

31.’7] 9,36 UHAINSADUMDINUUSAAAY MySQL Database Server

9,52 WINAIMUATH ARG MySQL Database Server 1A NA0N OK A431/7 0.37

a7RaYEa"Ea“EA"EA"EAVEAYEA EA"EATES"EA“EA"EA"EAEA"EAYEATEAYEATEA" N Conflgurl
a~, While not mandatory, it is highly recommended that vuu ser. o poassvord &
“, ror t;he HySQL admini:t.rur.lve “rooc! user.

: -' ) = . [ F i

‘eaveaeh edrearear ea”€é“t-:éj

31111 .37 uﬁmmimwumwammwmmq MySQL Database Server

.53 WINSOUSHAPUIIG MySQL Database Server (iaafaon OK #a3U7 ¥.38

"Eavea¥vEa~gaY€a“€a”E€an Configuring mysgql-serve

v : : - R . o

o

- a e A EaTEAYCAYBAYEAEA”EAEA”CAYEA AT EATEA"E

JUN .38 uaasmsBudusianufoEng MySQL Database Server
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¥.5.4 NIAFAOUI MySQL Database Server a5 lFauldnso laudiod1de “mysql -u

s  d @ 1 & {
root —p” &N Har 1w minlden lavsiimauaaimadsg i v.39

"Ue.l Ju] (VN o flu: MySQOL wonitor. Comends end wvith @ or \g.
Prcnu. MNy3QL conhection id is 13

Berwver version! 5.0.51la-3ubuntub.4 (Ubuntu)

31]11 4,39 UAAINISNATOLI1 MySQL Database Server 81113815411 1dn 30 1a

9.6, HI50AGI PHPS

' 14
1.6.1 fiudmdsAada PHPS #3317 v.40 udanaily Enter fudlufinsd weisums

=

14
aadm minddmulimmeiud Y udanatly Enter ezl v.41

tUDP hrop'?# ﬂpr—uut ins

ope:_arlcun, 6205kEB of acldltlonal disk ='1_n=¢re Ulll he us=
¥Ou vant to continue [¥/n] 9{?7)

31]1’1 4,41 UAAINITADUAIMIN IS ﬂﬂﬂﬂ PHPS

1
ar

. ¥ x R
4,62 Womianns PHPS d150 THARUNAITUND Restart Apache Web Server

Aagili v.42

LDDtEDc ktup'f# fetﬂfln’

U 9.42 uaassifaito Restart Apache Web Server

[

et A

4.6.3 nadoud PHPS awisalFan1dnielu Taumsadalidnded “westphp” 69

¢ o :

71§ v.43 udriinidonuaclu g fegUd v.44 udafudin Fadeld Browser (e

a

hitp://192.168.1.99/test.php UAINMsLAAINAAIZIR 1.45 uaaad1 PHPS aansalfanld

iLuDrﬁDc ktup'*# vi fva1;uwuft~=t php

gilﬂ .43 uﬁmmﬁ‘lwmﬁmwaﬁm"lﬂa test.php



‘#teut

d4|phpnﬁan 2

gﬂ'n .44 uﬁmﬂ'lﬂﬁyﬂ1mmaﬁsw"lﬂﬁ test:php-

49

j.ﬁpphcauons Places Syslemcw @

pompanen 3 & 4 gunMar 29, 2:36 PM

@ o RN Tg) - ol B g e o [l
File Edrt mew H;;Lory Eookmark" Iools Help
- - —- o — & j?_ :___0__Ihll'pIHBHSF]?QR?SWEBI"___ — o ) ==
ZMost Visited v fpGelting Starled  §iLatest Headlines ~
- T Hest — S—
PHP Verslon 5.2:4=2 ibuntil5.5 5

System Unun Deskicp 2.6,24-23-genernic #1 SMP Thu Nov 2718:44:42
UTC 2008 16B6 .

Buitd Date - JFeb 11 2000 494937 o . e

Server AP) Apache 2,0 Handler.

Virtual Directory Support |disabled L

Conflgurailon Flie fet(.'phpS.'apatheZ _' i I

(php.Inh Path

51J'n 4.45 uﬁﬂqms‘lmm"lﬂmm PLIP5

.7, MIAAAY PHPMyAdmin

e 1

PHPMyAdmin 1iluTdsunsuilddmsuaedszauneldiamsgudoyn MysoL

3/

MW Web  Browser  laggunsasiimsaiagiudayalni Sflddudmiumsnagouns
Query foyan001¥1 SQL wazdvannsoduiumadieg nugudayaldmiousumsld
AW SQLINAE
=Y do0 o ~ 3 . [ P 9! ] o F=y S A
U.7.1 WHHATIAAAY PHPMyAdmin #9317 9.46 uaanaijy Enter Authufind e

] ke »
Fumsiaas minfisiamldvnsdiod Y udanaily Enter fegiii v.47

L uln}

tUD

thope

1 r }
sUN-v.46-uan It IRad - PHPMyAdmin

¥

‘.h.rtPL this c-pr-l_ﬁrlnn, 11.0MB of additional disk .:.pa-de “will be used,.

D-:- you vant to continue [Y;‘n]" v

o
;a;ﬂﬂ

o
N

.47 Llﬁ'ﬂﬁﬂ'liﬂﬂﬂﬂ1ﬂ1uil‘€u$ﬂﬂﬂﬂ PHPMyAdmm
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L
.7.2 nmadisi I PHPMyAdmia fnstof Web Server Apache2 fa31] udufion oK

a “ERA"EarCarea € €a”ea Ea¥€a~ga"n
pthyAd:min Supports any. web =merve this automagic

R, CDDflﬂ'lanrinn PE iy i="_Il,m_,m_—,f, Apachg__

T2

RSP

Ueb Berver to recnnfigur: automatically

E
k.~
E
X4

*

T E
LR NS

gag A LEAYEATEA“E g e CAEA" T

Tl."ﬂ V48 1wy ﬂﬁﬂ‘limﬂﬂﬁ PHPMyAdmm Anglanll Web Server Apache?

V7.3 MNagowd PHPMyAdmin aisaldon1dniel) 19971514 Browser 13la

http://192.168.1. 99/phpmyadmin nmummamwamgﬂ“ﬂ V.49 LA PHPMyAdmin &%150

1ol
tj Applicalions  Places System @[ 17 Pompanom @ B W Sun Mar 29, 2:49 pM
@l DA 22 e it <l Al L el
Hle Edit view Histery Bookmarks Tools l_i_elp .

5 - @ T | s [Pupe, 168199{phpmyadminj| ' N a Tl 1=l L’C]v_ A

FriMost visited = W Getting Started [HjLotest Headlnas ~

phpddipfatyifis

Welcome to phpMyAdmin !
2.11.3cdeblubuntul.1 .

Language @ -
txghsh whey *_*;j B

I
|
I
[
|
Lag In@ f
Username: . _J l
Password: [;:‘i_— e I J,
| oo | B
&

3N .49 uansms i I8ues PHPMyAdmin

V.8, MIAANT RADIUS Server
RADIUS Server (Remote Authentication Dial in User Service Server) Lﬂumﬁ IUTMY ‘ﬂ
’c’l"lil’liflﬂ'i')ﬂﬁﬂﬂﬁﬂ‘ﬁiuﬂ']SﬂlslN'l‘Ll Internet ﬁ'lll'l'iﬂﬂ'i']\? User Account Ltﬂ$ﬂ1ll']§'€l‘l"]"lﬁ’ﬂ

ﬂfﬂmmﬂﬁmmmm Users 18
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= o e & o 3 w a W ) el ~ ¢ A

9.8.1 RUARIFIAAAI RADIUS Server #9317 4.50 udanatjy Enter finfhufinn il
] ¥
ISuMIARAY

[root@Desiktop:~# ept-get install f

1
o

5UM 4.50 uaAIAITIARAG RADIUS Server

v.8.2 Wuifdaiesun3hauwes RADIUS Server Aagilfi .51

hezf / init.d/freeradiuz stééim '
caeton ]
Hon HMar 30 00:28:24 2000 & Inf rting - reading configuration ril

.51 LAAIRITANDITUNITNINUTDY RADIUS Server

o § J =] o J
.83 Mimsadugudoya §o91 “adivs” el lunanuiiydededldaudae

]
9 qr

MdadagUin 2.52 w300z 1¥ PHPMyAdmin WhusSeefialumsdivadield

-1 root -p

the Ny3S0L moniter. Comweands encd with ; or \g.
onnection id i=s 21
1: 5.0, 51la=3uwhuntus.4 (Ubhuntu)

iType 'help:;' or '\h' for help. Type 'y¢' to clear the buffer.

E radius;
ed (0.08 =ec)

it v.52 wraanmsadhagudeyn

¥84 Mmraemanelisogdoya RADIUS #1ad198u dredrdedegili v.53

a

- quit:

By -

‘root@heskrtop:~# zoat /usr/ reeradinz/examples/wysgql.sql.gz | mysgl —u root -p radiuad
Enter pa ord:

=h_§

4,53 uaaamsaamaeldtugudeya RADIUS

Cadt
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q{

1.8.5 MN1TTIe Users  Aians lugiudoyn RADIUS  Taefiivus Username

1]
[

Password ﬁ’wf‘hmﬁ’qgﬂﬁ 9.54

+ — - — — — KRt GRINT ALL PRIVILEGES 2 TO 'radins!'0'localhost! IDE

LuatI![lEq}\tnp #'ing;z.ql -u root :p
|‘E‘.nre|. passvord:
|Uu:lc,cxr the MySOL wonitor. <Comnands end with ; or V.
|‘. ug 1T connection id

'Serwvetr wversion: 5.0.5la-3 u:huutns 4 (Ubuntu)

Type 'help;' or '\h' for help. Type o' to clear the buffer.

lmELy o}, D tous atfe

oyl FLU;H PRIVILEGES;
ouery 0}, 0_rous affecta-.l (0.03 3ec)

|
;msrs ol 8 .
Bye [0 - i W, . S

U7l w54 uamImMsning Users i 1ugmsumga RADIUS

] 1
[=1

¥.8.6 Hn1sElalndde “sqleont Aaufrdadegalii 455 udainune Login uaz

9

o el Y o o e
Password #3317 9.56 L1 imiyunn

# Databaze type
# Ccurrent supported are: rlm sql wysil, rlm sql postdre ol,

driver = "rlm sql_mysgl"

fi Connect info
gerver = "localhost'

}
!
# rlin_sql_icdhe, tlm _sql_orecle, rlm 3l unixodbo, £l _sefl Treetds)
1
|

o oA o o w ; o @ 4
.87 vhmailalngie “clients.cont Fawmdadazilii v.57 udrdmuasiariie

11947 RADIUS Server o311 v.58 udainiadudin

:a;iJﬂ 4.57 uﬁmmﬁqﬁ‘lﬂ‘lﬂﬁ clients.conf
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l, lient 127.0.0.1 ¢
#

The shared secret use to "encryp
the NAS and FreeRADIUS. You HUS
default, otherwise it's not & Secret any more !

|
|
'1

MR = - 25

gl w58 msmsAmuasasinuitordildau RADIUS Server 'l clients.conf)

188 TNl Waas “users” AIBMAIRTIIN ¥.59 3T mRmEunI %0 -“john

Doe® oon uazudladanny §a51li v.60 udrhmsiudn dedumamsonldadmsy

A50EOUMTN191UUD9 RADIUS Server

root@Desktop:~#

Ui v.59 nansddallaWd Users

r - — —— _ S . W — l

i"Jnhn Doe" Juth-Type :=Local, User-Passwvord := “hello”
| Reply-lessage = "Hello, #Hu"
|

g1 .60 uamnsasonllditanageunsiuLes RADIUS Server

] 1

¥.8.0 $1n13TIAN13H1914U89 RADIUS  Server  A28M1deAagi v.61 wazud 1y

U

Yofianain Aefidedazui v.62

lroothDesktop:~# Jetc/ini

* Stopping Fr

1.8.10 fpsdallsunsy PeTTY 1¥Radelyde Sever 8n 167 (aldsunsy

Ey ] ]
puTTY Tt .89 7913) udaRusimde fegifimilumsnaseunsiiniyes RADIUS Server
L o Q.J ar { A
Tunsasandeugmaytagldnnld Sudrdedagzalf 4.63 Femin RADIUS Server AR

pgiidonI “Access-Accept”
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.Hquﬁst af 1d ”4 to 127.0. 0.1 pOLt 1012
"John Doe®

"hello"

ann.2E5,2ES

cept packet from host 137.0.0.1:1812, id=24, length=37
"Hello, dJdohn Doe"

gﬂ‘n V.63 memﬁmaﬂumsammauamn"lﬂamm RADIUS Server

—ﬂ?ﬂ—wmﬂﬂw‘lﬁmr‘ﬂ:dmsdmnf“ﬂ‘wﬂﬂﬁﬂmﬁlﬂiu IR A TR TR —

ar

11:501‘0135-.. rup'&.ﬁ vi ,»Ptu,,-’fu:_ ar

g‘i]ﬁ U,64 uﬁmmmﬁlﬂ"lﬂa radiusd.conf

authorizef. 1 udlaTaamsthasuunih sQL oan uag ldneuduni file
o e A o o o o 9y 3 ¥

unu Azl .65 tioitumsimualy RADIUS Server AT AUV TUIAR MINFIUTOYD
SQL unumsarsaauanivddeyn

- accounting{...} uf lu Tavmythnemdumii SQL een dagih 4.6 wold

=) 1 3!
RADIUS Server [sonlddoyaingudoyn

session{...} udlaTasmsihnewduni) SQL  son daglil 4.67 tWeld

RADIUS Server Sonlddaynningnudoya

fllea

Look in an SQL cdatebase. The schema of the datebas:

i3 weant to lirror the Misers™ rilel

See Tiuthorization Queriea" in sql.cont

If you are uaind /ete/skbpassud, and are also doing

wzehap authentication, the un-coument thiz line, and
conf1ﬂuL: rhe 'Prc snbpas d' madule, abnve

Instead of gending the c¢uery to the 3QL server,
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zion (
radutiup

#

Zee "Simultanacus Use Checking Querie” in agl.cont

§1J°n .67 uﬁmmmﬂ"1mmana'1ummlm sessmn{ 3 } 1w radivsd.conf

¥.8.12 fmsila lﬂaﬂm ) “sql.conf” mﬂﬁmmaﬁﬂ‘n v.68 u,muﬂ”hﬁuﬂmm

readclients Tﬂumsmﬂamuuaﬂﬂ ummwuw"lmmnv yes fag1l 1 4.69

s frow the datebase ('nas "

'

51l w.69 uermsnsudludenailulvd sql.conf

-] Q‘ Y 'c? =) o
0.8.13 F sty Users ialdlunisnaeu Taelufifiesd Users 11w mysqltest Liag

o o 4
Password 1111 testsecret ﬂ\i‘gﬂﬁ U.70

'root@lesktop: <#
('mysgle

LoatGDesktul-' g3 /-:tc,,*’nut, ci/fl.eel.a-uus Lt
i * Starting FreeRADIUS dacmon freecadius

Hon Har 30 05:41:51 2009 : Info: Starting - reading configuration files ... )
P - - { OK 1

510 071 1eAIN13 Restart RADIUS Server

¥.8.15 WININATBUNITRINTUYDS RADIUS  Server  1UN13A31900UR 15910

o 4 @ 0o 4 .
gudoya daoddsdag mnnsnadeuduisazuanadondn “Access-Accept”

Na‘; Pcn.t
t.acl recv: Pc.cr-' 53— !u..rep\: pac,het noml =t 1°'?.D.G.1.1°1u, :|.ri—13rl .i.erngth=2|j

514 472 nERInINAaBUNTIINUYDY RADIUS Server ‘lumﬁmmﬁauvﬁi%’mﬂgmi’fﬂqa
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9.9. MI5AAAI SSL

o ¥
Aeudads sSL dosfimrasreaovuldudloudeneunldiinisandy LAMP (Linux,

Apache, MySQL, PHP) WluiiGoudeenda ﬂﬂﬂiﬁﬁﬂﬂﬁ’ﬁ'ﬁﬁq “tasksel” IOM3I9T0 £

mmmimmnmms ﬂﬁﬁﬂiﬂﬂﬂﬂﬂﬂﬂ’) fT'IiJ'I‘iﬂ“l"l’lﬂ'lﬁﬁﬂﬂQ SSL ‘lﬂ

] [} 1 ko
9.1 Taidadnda ssL mgﬂ‘n 4,73 uAna1y Enter fufluRud WeFunsdads

—waldiow RN WtYﬁf’ﬁﬂW‘LljiJ Enters ﬂ\i’iﬂ‘ﬂ vy - — T/ 7"

1 ' b
JUN 4.73 uaasmTIAada SSL

[Lfter| this upm.ar mn, 12 .5MB of e.clditllrmél ciisk-s'ljsi:':.e will be used.

Do vou want to continue [Y/nl ‘J?\
Get:l hrepi/i/th.ars hl"-‘ ubhuntu. com hardv-upndaces/main n-'r.-Fns':—“l—l:-lrar_-.klist

g‘ll‘ﬂ *©74 !.!.ﬁﬂ\‘lﬂ'l'iﬂ'ﬂﬂﬂ’lﬂ‘lﬁﬁiﬂ!xﬂﬂﬂﬁ SSL

o ¥ & o4 g . & T | Vo & w
9.9.2 Minmsadslasnned SSL AN ey Certificate Ngnaiisvu Inoldmd As

U7 475 udaintsesavaenind lasaves SSL ndeds Aedids dsgilii .76

) p’wrr fﬁpﬁ-:heﬁ#

ENVVars mocl.: —avallaile
httpd.conf mods-enabled”

v ]
=4

4.9.3 MIMsade Self-signed Certificates 20R 1798331 .77

U

root@Desktop: /Htu,fapﬁ-..hr-u/s:l# mah:-= s | /usK z"._.hm.P./E'sl ce:.r./;::ﬂ_‘

‘/et- /apachez/=s1/apache, pen

31]11 477 UAAIMIEI Self-s1gned Certificates
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3 ] '
9.9.4 WIN3AAAE Module SSL Aauf1deAazIR ¥.78

cskeop:~# fe

nfrig apac

3'1]‘?1 .79 LUAAINT Reload Apache
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Y

sl auldsunsuiineIve9

a.1. malgauldsunsy PuTTY

o ' [ 3
a.1.1 famseuiiandnd 1sunsy PuTTY Aezlinsuaaswnadagilii a1 vasaimin

o = o o =
¥Ry lefiuee Proxy Server tinzfiiiviinmay Port il 22 udwdn Open .

'@f:‘-lrln"f:“'-nlllj!n'-L'zll,-n
Categmy: B
= Session Basic oplions lot your PuTTY session
i L_og?lng Specily the daslination you want to connect lo
T e'"b',\";jboar ; . Host Name [of IP addiess) . Pod
Bell 192.168.102.1| 22
Features Cennection type: . i )
= Window ‘Raw - Jelnet ¢ :Rlogin 9'8SH 7.7 Serial
ry .
ppea‘lance Load, save of delele a slared session
Behavious -
Transtation Saved Sessions
Selection .
i Colous Defaull Settngs i Load ]
. = Connection Soda 1111 SE
b Data soda 1) kR 1
Prosy lest i
Telnel . Delste B
Rlogm : |
r SSH
Sof Close window on exit: )
rAlwaps 7 Mever @i Onlpon clean exit
k- W

, sl

a.1 waeanisisuldaulysunsy PuTTY

- = e — g minfifadneadei-ves taillunntuiunsldaullaunsy BTy,

skl sonpleenlion E AR W‘i&’% i

\ The server's host kay Is not cached in the registry, You

\ ! E have no quararkee that the server is the computer you
think it 5.
The server's rsa2 key fingerprint is: :
ssh-rsa 2048 ca:lc: 16:1 1 ee1dB:af:bB:7e14d: 1 6icd:60:18:83:0F
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.
If you want to carry on connecting just ence, without
adding the key to the cache, hit No.
IF yau do not trust this host, hit Cancel to abandon the
conhnection,

Yas ) No

i 3 a.2 uanenstuduldauldsunsy PuTTY
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.13 oTalsunsy PuTTY fewdeziimsuaasuadaqal W login as il root 1dd

da o w1 2 o ¥ ¥ 1
Aruwsaruemhdmuali udnaily Ener

Y — Af?Linux soda-desktop 2.6,24-23-generic #1 SHP Thu Nov 27 18:44:42 UTC 2008 1686

@*r'l-.i'-.-i'.in".nInf-uaf's.‘qz!'i.n:w -

ilogin ag: root
iroot@192,168.1.99'a password: e

et
IL&3t login: Sun Hay 3 00:09:50 2009 from 192.168.1.11

£The programz included wich che Ubuntu system ere free softuare;
M e exact distribution terms for each prodrem are described in the

iindividual files in fusr/share/doc/*/copyright.

EUbuntu comes with ABSOLUTELY NO WARRANTY, to the extent permicted by
lapplicable law.

iTo access official Ubuntu documentation, please visit:

‘http://help.ubuntu.cor

'root@soda-desktop:~# :
i 9/ Y ® q -

51/t 0.3 uaass 1 Tusunsu PoTTY i liihaniinies Server

f.2. M3lFnulysinsy WinSCp
winscP Slu Tulsunsufnimsinuadies suldsuniy PuTTY Taglanuannin

1 o I { o o @ ! ol Al 1 ¥
uanenafuae lsunsi porry _dluTisunsuildfaasndidudigounssiniisouns us

Tolsunsa winscp 1§y Tosunsuitimihaidasfamsufiudoyasznheginseiivhms

n:!l!. 1 .:& r Ao o o cf
Bouda aalalsunsy WinSCP 335015 19l

A ] o =t o - o > Y o
a2 tedalisunsy winsce fgiimauaniwadagli a4 ndannduliins
a d =1 i da [~1 o
RuAvanay lofvog Proxy Server WIDUMIWUNHNIUIOY Port 111 22 11ag User name 1y

“roor” B9 Password 1 RUVSHeH11v84 root WAIATNAIIT “Login”

i
T (TR T P yeT

13
i

Session . Session
Stoted sessions - Hostnare Paik number
Enviioninent 192.168.182.1 ; 22
Ditectories
~ S5H  Username Password
Preferences 100k RPPPT
Piivate ey fila
Pidlacol
Fite prolocol SFTP r 7 hfow SCP [afhack
Selact c;;Jor .
Advanced options
Abaut... Lanquages L_ Logxn j save... | Clse

51l a4 nansmsisulFanlisunsy Winscp
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druflaunieosziluududeyannuaniioglu Proxy Server
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A 9 2 s o . o A A ]
n.2.2 iiode oot 1S Tolsunsy WinSCP  oznaaswadaglh a.5 Feazu

’ 11 F ] [ ]
poniily 2 fls TaoirsdhofiossiduufludoyananuaiogluglnsaiildFonde Proxy Server

%wl':‘.li UM

locd Muk Fles Commands Sessen Options Bemote bep

& T A mAEY o pbT s T Defaue” M
e CXP : A AN, I Txo oot r AN B I e
Name Ext Sze Typm . Name Ext Sze Changed [
Y. Parent drectory :-':i:.;. S sHofeo0r
17 pAiabis Librarian File Folder Y. 5/14{2009 12:0... |
$if Customization File Folder Y 5/14§2009 12:0.., |
i IDownkords File Folder . 5/14/2009 12:0... |
£ty Chat Logs Fis Folder W0 5f11/2009 1212, |
£-3My 150 Fies Fila Folder L 1f20/2009 5:19... :_
6 my tusic File Folder ;j 8,804 SN6[200912:3... |
B vy pictures File Folder ko) 2,227 10{20§2007 615,
)My Recetved Files Fie Folder | 157 5f11/2009 352... | .
A4y shapes File Folder i, 169 5/16/2000 12:2,.. |
My videos File Folder = 141 10}20[2007 6:5...
i “yUpdater Flle Folder = 503 5142009 12:0,.,
i) s Ot Corporation Fie Folder e 1,024 510/200911:0..,
7y dn File Folder B 45100 SHSf2009 82, v
N Y AN nl ' ¥
0B of 13609 KB in0of 24 08 ol 17,840B in0of 14
g [ F7 Create Directory  *7 Sy ELFI0Qut
_ g sFTP3 0.00.42

yili a5 waaenhaandnuedlilsunsy WinSCP

7 2.6 I naniai “ok” motudumsdnldauldsunsu

a2.3 loludeanisldam Talsunsy winscP 1z aasvzilalusunsulasmsaini

A < Y 3 ¥ at @
INFDIHUIATINLIN ﬂ?ﬂuﬂ]’)’lﬂ‘luﬂum’ﬂﬂﬂu’]ﬂ"lﬂlﬁﬂqwﬂiﬂillﬂiu llﬁ?%:ﬁﬂﬂ'ﬁllﬁﬂqwﬂﬂﬁzﬂ

Guariiesiy

2

Terminate session tool@132.168.182.1' and close applicalion?

s a6 ua

: oK L Cancel |

Never ask me again

asnt e etudunetianmsldau Tusunsy wWinSCP
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NS ITIUDUY

9/ YV oo [ L2 d‘l ¥ q 9
1.1, ﬂ'l‘iﬁi'l%“r‘iu'll’.lﬂﬂ"lﬂiﬂﬁﬁﬂi’é)l‘llﬂ‘li

]
ar

o v = R 3 o A ‘
.11 wimsadielamnnes svarwwwicgi-bin Aaefidadegali o.1

]
=\

.12 Fimaerd1e1Ws hotspotlogincgi TUnelu laisanesilaaie Bneunih

LDDTLDEukrﬁp ~ff zeat Ff_/uDLfﬂhﬁLF!dDLffhlllluput/th 7 pot Jiﬂ;?gi;éé;thee

/Vat!uuwflgl—hlu/hot potlogin. cyi

‘i‘ﬂ‘n 1.2 LL’c’fﬂQﬂ’!'ﬁﬁ%”N"lﬂa hotspotlogm cgi

G

T
[

.13 fms s dasazilfi 0.3 el IWE hotspotlogin.ogi 1170 Execute 18

Lc-otLiDe-Mer'"# nod_a+x .-"VE:L/UUW{FEil—l‘lln.fhcnt."pufll‘n'ill Ol |

gﬂ‘n 4.3 LLETﬂQmﬁQLWEJ&lHuMﬂ hotspotlogin.cgi 7111130 Execute 14

014 hmsfuidmdaialdd hotspotlogin.cgi msﬂ‘n 1.4 udaiimseneuduni

$uamsecret 4% Fuserpassword DO azud 1S A ERIUUDY Suamsecret GLH!.‘HME)‘LIﬂ‘U‘I’Iulﬂﬁﬂ’J

Anzfad ChilliSpot #3314 9.5

17 1.4 uﬁﬂammﬂm'lwa hotspotlogin.cgi

St

= "uan-:n:-: Lv‘t" H

i

Iﬂ Uncomwent the following line if you want to use ordinary

|

|# for radius euthentication. Must be used together vith jud

'fuserpass




1.1.5 ¥nsidaldau chillispot Aaefida fagalf 4.6

/ete/init.d/chillis
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Lo o

9.1.6 Wimsadia el welcome html dasmdedegili-o7 udahmsiuddideniy

rootbbeskoop:-# i /var/

g1t 0.7 uarasiidasi191Wd welcome.html

[<htink>
§<head><t1tle> Welcome to NHr.Soda Internet Service </title>
¢/ head> \

<hody>

<center>

i<R1»<font color="red">TESTING ONLY</font></H1>

‘eimg ste="chillispot.png">

«Mar<font color="blue">Welcows to lr.soda Internet Service.</font></Hi>

l<prYou are connected to an authentication and restricted netuork access point. ! o

5<H3><a href=*http://192.168,182.1:39990/prelogin”>Click here to login</a><H/ 3>
<p>
:<p>Enjoy.
‘«/eenter>
</hody>
¢/ html>

A I— \ ,
31l 4.8 ugasmsWeumidanien HIML Ty lWd welcome.him!
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4.2. M3 Virtual Host
3.2.1 m3a?1a Virtual Host ¥ “hotspot” mammmsﬂ’n 1.9 ué’ammauﬁaﬂﬂ i

ﬁhfl w10udhnsiufin

ite —ﬁv&fiéblefﬁﬁt

LngrﬁDe krnp- he:

b ~# w1 /ercfap&c

—qlias nf e e Virtual Host— —

NeweVircualHose 192.168.182.1:443
l<VirtualHost 192.168,182.1:443>
Serverldnin vebnasterfdomain.org
DocumentRoot "/var/uwuw"
ServerName "i92.168,1082.1"
<Directory "/var/uuu/>
Options Indexes FollouwSymLinks lultiViews
AllowOverride None
Order allou,deny
Allow from all
</Directory>
Soriptilias /ogi-bin/ /var/uuw/cgi-bin/
<birectory "/var/uuu/cgi-bin/t>
AllouQverride None
Optlons ExecCGI -llultiViewa +SynbinkaIfOunerlatch
Order allou,deny

Allow from all

</Directorvy>

Errorlog /ver/log/apachez/hotspot-error, log

LogLevel warn

CustomLog /var/log/apache2/hotspot-access. logy combined

ServerSignature On

S9LEngine On

g8LCertificateFile /etc/apache2/ssl/apache.pem
</VircuallHoat>

it 0.10 umasmisiudeyaaslulvld hotspot

4.2.2 $11015 Enable SSL Virtualhost 828f183A931U7 4.1

U

rootlDesktop:~8 ﬁacnh hutaprt

Site hotspot installed; run /ete/init.d/apachez re oad to enable,

51/l 9.11 uerAIMS Enable SSL Virtualhost

1.2.3 $1M3 Reload Apache Web Server A8 1dadazl

rootires )
| * leoad1ng uwl Seks £ 2hed [ OK ]

51J°n 1.12 LLﬁmﬂ‘lﬁQLWB Reload Apache Web Server
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o =) o w 2 o { o [
124 FamsfiuddadlaIWe ports.conf Aagulit 4.13 udniimsud ladeyaluind e

dl dl! 9" ﬂ’: U N
3171 9.14 tWoUSudAeAINT Listen Port

/ pﬁfth/pDLt" "ﬂ't|

-# vi /L

LOOtﬂDEquﬂp

fi w13 wansddadlald ports.conf

w#’IfHUdule mod_

Anz

Listen 443

519 2,14 uﬁmﬂﬁuf’{"lwegaiuvlﬂa ports.conf

[

Sl A

52,5 famsiuiddudlalWdived “defaule Fsgal .15 udrinsudludoyalu

'Wd fis3109 ¢.16 Wl Tin1g Listen Port 1 Port 80

luHT“Deukfﬁp ~ i v1 /etbfﬁpﬂfhcu;alte= ﬁ"ﬂllﬁth/d:Iﬁult‘

‘nJ‘n 415 uaramdadavs Defavlt

NeweVircwelHozt #:50

Vllfuﬂlﬂﬂ“t L DG

31J°n .16 uffmmiuf’{"lwaga‘lu"lﬂa Default

0 ) o W - @ 3 o
1.2.6 fmsdimimduiiallafigoi sosts” dagal .17 udvhimaudludoyaly

8 fa317 .18 Tauimuadouns TP Address 989 Hosts laaudeens

ﬁoarﬁbﬁshcny ~# fetcflnlc d/apﬁLhaz Lehfﬂlr

5UT .19 uaAssIdaive Restart Apache Web Server

<
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